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Executive Summary
Organizations are adopting distributed and complex network security due to the changing
organizational structure trend. C2 Identity is essential to any business to improve convenience
and flexibility in managing identity information and access privileges while protecting corporate
resources from unauthorized access, both within and outside the organization's boundaries.
C2 Identity is a cloud-based Identity solution that identifies individuals within a system (e.g.,
corporation) and manages their access privileges to the organization's resources. It ensures that
the right individuals can access the resources to achieve organizational objectives based on their
respective corporate roles.
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Introduction
C2 Identity is Synology's Identity-as-a-Service for storing employees' information and credentials.
With C2 Identity, IT admins can unify and regulate access permissions to all of the organization's
IT resources, while end users can utilize their single credential to access all available resources.

Key security principles

C2 Identity is Synology's solution for managing users and their access permission to
organization's IT resources. This white paper explains how this is done in a secure way. C2
Identity utilizes a similar approach to security that has been implemented in other C2 services,
namely, that we can best protect your secrets by not knowing them.

Privacy by design

It is impossible to lose, use, or abuse data that one doesn't possess, so our systems have been
designed with an effort to reduce the amount of sensitive user data that we are able to access.
This concept is utilized throughout the entire system, such as our inability to acquire or store your
C2 Encryption Key (C2 Key) and users' passwords during authentication. This means that there is
no way that we could know your C2 Key, and all encrypted data is encrypted by C2 Key.

You own your data

C2 Identity is designed to make sure that only you have access to your data, which is encrypted
locally during storage. On top of that, our utilization of end-to-end encryption, Secure Remote
Password (SRP), and server-side disk encryption keep you and your data as safe as possible
from anyone looking to gain access.

Designed for transparency and trust

When it comes to our service usage data collection methods, Synology strives to be as open and
transparent as possible. Your permission will always be required when we collect any of your
service usage data. On top of that, our team takes pride in their efficiency to react when
investigating, verifying, resolving, or mitigating reports of any bugs or vulnerabilities with our
products.
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Protection on C2 services

To avoid users having to remember a number of encrypted passwords, C2 services have
developed and implemented a single encryption key, known as the C2 Encryption Key (C2 Key).
This encryption key is used across all C2 services (except C2 Storage).
Your C2 Key is not stored by any means on the Synology C2 Server, therefore the only person
who knows it is whoever has access to your Synology C2 account. Also, since this C2 Key will be
used to decrypt all of your stored encrypted data, we suggest that you use a key that is strong,
easy to remember, and follows our C2 Key requirements. If you happen to lose your C2 Key,
Synology C2 will not be able to retrieve your encrypted data. Thus, it is critical that you keep your
C2 Key as safe and secure as possible.
Synology C2 services provide the maximum possible security for your encrypted data by using
the C2 Key to derive, encrypt, and decrypt all cryptographic and Derived Keys.

C2 infrastructure
Physical location

We currently operate data centers worldwide. All users are ensured that their data is hosted in the
location of their own choice. For example, our EU-based data center allows business customers to
comply with European data protection laws. New locations may be added in the future, however,
this will not affect existing clients or their data. For more information about our data center
locations, please visit our official website. Please see Synology C2 services' Terms of Service,
Privacy Statement, and Data Processing Agreement for more details on legal guarantees.

Site security

Synology data centers have passed rigorous inspections for strict security procedures and
physical safety features, and meet Synology's high standards for incident response and access
restrictions. Synology monitors employee access to its storage locations and implements different
mechanisms to ensure data durability and fault-tolerant storage. With your data security in mind,
the architecture of Synology C2 data centers aims to ensure that no valuable data will be lost. For
more details, you can refer to the Data Durability section of this white paper.
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C2 Identity Encryption Methods
Encryption technology

Synology C2 services use two different types of encryption technology to protect the data in
transit between the client and the server, along with the data-at-rest that is stored on the cloud
and the C2 server.
AES (Advanced Encryption System) Encryption: A symmetric type of encryption that uses
the same cryptographic keys for encryption and decryption, so the sender and recipient must
both use the same key to keep a private information connection.
RSA (Rivest–Shamir–Adleman) Encryption: An asymmetric type of encryption that uses a Key
Pair that consists of the Public and Private Keys (Secret Key). Content that is encrypted by the
Public Key can only be decrypted by the Private Key. As a result, keeping the Private Key
confidential is necessary to ensure your data safety.
Synology C2 Identity also adopts Secure Remote Password (SRP) to protect all users' credentials.
SRP incorporates mathematical logic to store passwords and authenticate users through end-toend encryption. The encryption technology ensures that no one can access someone's
credentials that are delivered to the server. To learn more about SRP, refer to this section.
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C2 Identity End-to-End Encryption
C2 Encryption Key data structure

The C2 Encryption Key (C2 Key) is provided by the user, and the AES-256-CBC encryption is
derived from the encryption key through the PBKDF2 derivation function to reduce vulnerabilities
of brute-force attacks.
The Derived Key is used to encrypt and decrypt verification codes through AES-256-CBC
encryption. Since the C2 Key server should not know about the encryption key, the verification
for the encryption key is done by testing the ability to decrypt an encrypted verification code.
The Derived Key is also used to encrypt and decrypt the Key Set (RSA Keypairs and AES
Keys) through AES-GCM encryption.
6

C2 Encryption Key registration and verification

C2 services have been designed with your security and data safety in mind, keeping your data
protected when stored on our servers. To do this, we have implemented the use of an encryption
key mechanism, the C2 Encryption Key (C2 Key), to which only the user themselves has access.
During first-time setup, you will need to set up your own C2 Key.

Registration

On the C2 Encryption Key setup page, you will be requested to register your C2 Key. Since this
key will be used during encryption across all of your C2 services (except C2 Storage), please
make sure to choose a key that is strong, memorable, and follows our C2 Key requirements.
After you have input your encryption key, your client will send a request to the C2 Key server to
generate and store a random string in the form of a verification code. This will be used to test the
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ability of the client to decrypt the encrypted verification code later on. This makes it possible for
the C2 server to verify your identity without needing to save your C2 Key.
Once the verification code has been generated, it is sent to your client to generate the RSA Key,
AES Key, and Derived Key, along with the encryption of said keys. All of the decryption and
encryption processes are performed on the client end, so the C2 Key server remains unaware of
the encryption key.
After the client has encrypted the corresponding keys and verification codes, they are then sent
back to the server to store the user metadata, encrypted verification code, Private Key, Public
Key, and AES Key. Once your registration has been successfully completed, the Recovery Code,
Derived Key, and the Verification Key will be generated and encrypted on the client end. Make
sure to download or save your Recovery Code so that you can perform recoveries if needed in the
future. The Recovery Code utilizes the same registration method as mentioned above when
performing a recovery of your C2 Key.

Verification

If you have already registered your C2 Key and wish to access your encrypted data, you must
input your C2 Key into the C2 Identity portal to begin the decryption process. After entering your
C2 Key, the Derived Key will be generated for decrypting the encrypted verification code on the
client end. Then, the client will send a request to the C2 Key server to verify the verification code.
Once verified, the Public Key, encrypted Private Key, and encrypted AES Key will be sent to the
client to be decrypted, and will then be used to decrypt the encrypted service keys obtained from
the C2 server. By keeping the encryption and decryption processes on the client end, the C2
server is unable to retain any knowledge of your C2 Key or gain access to your encrypted data.
Once the encryption and decryption processes are completed, you will be able to access your
data in C2 Identity.

Changing of encryption keys

If you use the same password for C2 Key as you do for other accounts, we recommend that you
change your C2 Key to something else to limit the possibility of a data breach. You can change
your C2 Key in your account settings in the C2 Identity Portal. Once you input your old C2 Key,
your client will submit a request to the C2 Key server to pre-verify the user metadata and the
encrypted verification code. After the old C2 Key is verified, the old Key Sets will be decrypted via
the old Derived Key and a confirmation code will be sent to your client.
Once the confirmation code has been confirmed by the C2 Key server, you will be able to input
your new C2 Key. When you do this, the new Derived Key, AES Key, and RSA Key Pair will be
generated, and the old Key Sets will be re-encrypted via the new Derived Key to complete the
encryption process. All previously stored data will be re-encrypted, and a new Recovery Code will
be generated, meaning that the old recovery code will no longer be valid. This entire process may
take some time to complete.
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Creation of a Recovery Code and C2 Key recovery

Encryption key recovery allows you to restore access to C2 services by resetting your C2 Key and
recovering your encrypted data stored on the C2 server. In order to use this function, however,
you must have already downloaded or stored and have access to the Recovery Code that was
automatically generated during the setup of your C2 Key. Make sure to keep your Recovery Code
safe, since the C2 server does not keep your C2 Key and the only method to retrieve it is with
your Recovery Code, which is encrypted and stored on the C2 server and can only be decrypted
using the Recovery Code's Derived Key.

Creation

Your Recovery Code is automatically generated once you have completed the registration of your
C2 Key. You can download and store this code somewhere safe in case you forget your C2 Key.
After C2 Key setup is complete, your client pre-registers the Recovery Code by sending a request
to the C2 Key server to generate a random string in the form of a verification code. Once the
process is complete, the C2 Key server stores the user metadata and the verification code. The
verification code is then transmitted to your client after the generation of the Recovery Code and
derivation of the Recovery Code's Derived Key.
Your client will use the Recovery Code's Derived Key to encrypt the verification code and Key Set
(Private Key and AES Key only). Your client will then use this Derived Key to encrypt the Recovery
Code. After this encryption is complete, the client will send a request to accept the encrypted
verification code, encrypted Private Key, Public Key, encrypted AES Key, and encrypted Recovery
Code. Once accepted, the C2 Key server will store said keys along with the user metadata. Once
the entire process is complete, the Recovery Code will be ready to save or download.

Recovery

When you need to recover your C2 Key, you will be asked to first enter your Recovery Code and
then create a new C2 Key. Upon entering the Recovery Code, its Derived Key will be generated
and the user metadata and verification code will be retrieved from the C2 Key server. The
encrypted verification code will be sent to your client for decryption via the Derived Key that was
generated by the Recovery Code. Your client will then send a request to verify the verification
code and generate a random string in the form of a confirmation code, which is then stored along
with the user metadata.
Once the verification process is complete, the C2 Key server will send the confirmation codes, the
old Key Sets (derived via the old Derived Key), and the new Verification Key to your client. You will
then be asked to set up your new C2 Key, which will be used to derive the Recovery Code's
Derived Key. When you do this, a new Recovery Code Derived Key, AES Key, and RSA Key Pair will
be generated, and the old Key Sets will be re-encrypted via the new Recovery Code Derived Key
to complete the encryption process. Similar to the registration process, after the C2 Key has been
set up, all of your data will be re-encrypted and a new Recovery Code will be automatically
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generated, all of which may take some time. At this point, make sure that you download or save
your Recovery Code for future recoveries.
Upon creation of the Recovery Code, your client will encrypt the RSA Key Pair and AES Key using
the new Recovery Code Derived Key, which then also encrypts the new verification code and reencrypts the old Key Sets. The client will then ask for the C2 Key server to allow and verify the
user metadata along with the encrypted keys mentioned above. Once validated, your new C2 Key
and Recovery Code will be ready to use, and your encrypted data will be accessible via the new
C2 Key.

Notes:

A new Key Set will be created each time you register, change, or recover your C2 Key.
All old Key Sets will be re-encrypted after the C2 Key has been changed or recovered.
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Secure Remote Password

The purpose of Secure Remote Password (SRP) is to protect all C2 Identity users' credentials. The
diagram below will explain how the backend process works to provide multiple layers of
protection to the users and keep the organization's resources secure. This section will guide you
on how the formula calculation in each process makes anyone accessing the users' credentials
impossible.

Registration

Whether you are setting up passwords for end users or your end users are setting up or resetting
their passwords on the C2 Identity web portal, the client (e.g., browser) will initially generate a
salt.1 The generated salt combines with the password of the user via a hash function to produce a
random number called χ [χ formula: χ = hash (salt, password)].
The client will then generate a verifier (ν) from χ. "ν = gχ or ν = gχ mod N" formula is used to
generate a verifier, and the N and g in the formula are predefined parameters2 in the C2 Identity
server and clients. The generated verifier is sent to the C2 Identity server, including the user
identifier and the salt. The calculated χ from ν (given: N and g) computes the discrete logarithm
of ν, which makes it infeasible to be hacked.

Notes:

1. Salt: A cryptographic salt is a value added to either an encryption process or hashing
to ensure that the result of the encryption is unique. Salts are random and unique
values (e.g., 18, 24, 26, 27, 66, 67).
2. Predefined parameters: N and g used are drawn from the groups defined in RFC 5054.
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Sign-in

After the user enters their C2 Identity's username and password on the C2 web portal, the client
will request a randomly generated number, salt, from the server. The salt generation occurs during
the registration process and is stored on the server for the user's succeeding sign-in sessions.
The client will randomly generate secret number a, and the server will generate secret numbers
b. The client and the server will then calculate A and B from the generated secret numbers a and
b with their predefined parameters. Then, the client and server will only exchange the calculated
A and B, secret numbers a and b are not included in the switching process. The client and the
server will now use the calculated A and B to generate the session key S.

A and B calculation formula:

A = ga
B = kv + gb (k is a multiplier parameter derived from N and g. It can be considered
constant.)
Once the session key S is generated, the client and the server will hash the session key S. Then,
transmit the hashed value to each other for identity verification.
Since the session key S has no data from secret numbers a and b, it is impossible to compute
secret numbers a and b even when A, B, N and g are provided. The layers of protection ensures
that your C2 Identity account during a sign-in session is protected to the greatest extent possible.
The results of the A and B calculations are used by the verifier and predefined parameters in SRP
to secure the user's credentials. The critical point of SRP in the sign-in process is that the data
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exchanged between the client and the server doesn't contain any secret data, passwords, or
equivalent password data. Therefore, even if the data is intercepted by middleware, the hacker
cannot use it to sign in to the server. HTTPS, on the other hand, protects the whole transmission
channel, so certificates should be secure. SRP and HTTPS protect user credentials on different
scales, but they are used together to secure the platform.
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C2 Identity User Data Protection
Users' passwords

To secure your organization's services, users must be authenticated with their C2 Identity
credentials before access can be provided. Therefore, protecting the users' C2 Identity
credentials is crucial. The primary purpose of C2 Identity is to keep employees' credentials
completely secure, even during an authentication process, on the C2 server. We adopt Secure
Remote Password (SRP) to ensure your organization's data security. C2 Identity also provides
authentication for on-premise services through our edge server. There are essential on-premise
protocols (e.g., SMB) that need NTLM hashes (passwords hashed by NTLM authentication
protocol) for authentication. To protect the NTLM hashes stored on the C2 server, C2 Identity has
implemented end-to-end encryption to keep this type of hashed password.

Setting up and resetting a password

When a user sets up a password on C2 Identity, the client (e.g., the browser) will randomly
generate a salt and compute the plain-text password to a verifier for SRP to be produced. The
plain-text password is also hashed into an NTLM hash at the same time. The NTLM hash is then
encrypted using the Advanced Encryption Standard (AES) in Galois/Counter Mode (GCM) using
a 256-bit randomly generated Data Key. The AES 256-bit algorithm is well known for
impenetrable, military-grade encryption and has even been approved by the U.S. National
Security Agency to encrypt top-secret information.
The Data Key will then be encrypted by the Service Key's Public Key using 4096-bit RSA. This
approach utilizes asymmetric encryption, which means that the keys used to encrypt and decrypt
your Data Keys are different. The Service Key is also randomly generated, and its Private Key is
encrypted via your C2 Key Set, guaranteeing that only you have access to the NTLM users'
hashes.
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1. When an admin signing in for the first time for Service Key generation, the encrypted Key Set
is retrieved from the C2 Key server.
2. Once the C2 Key is being entered by an admin, the C2 Key will be used to decrypt the Key
Set.
3. After the decryption of the Key Set, the Service Key (Public Key and Private Key) is randomly
generated in the browser.
4. When the Key Set encrypts the Private Key, the Public Key is sent back to the C2 Identity
server along with the Private Key.1
5. Every time an admin creates or resets passwords for their users or creates or resets their own
password, the Service Key's Public Key is retrieved from the C2 Identity server.
6. The password computing process is divided into two parts:
a. Hash the password using the NTLM hashing. The NTLM-hashed password is encrypted
via the Data Key that is randomly generated by the browser, and then the Data Key is
encrypted via the Service Key's Public Key.
b. The browser randomly generates a salt and uses the salt and a parameter g to compute
the verifier.
7. All generated encrypted data numbers in Step 6 will be stored on the C2 Identity server.
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Notes:

1. The Service Key's Public Key is stored on the C2 Identity server once step 4 is
completed, and it is used for authentication during a password creation or resetting
session.

Keeping user password safe

The C2 Identity encryption methods prove that storing the NTLM hashes on the C2 Identity server
is secure since no one can access the data except you. In addition to the improbability to acquire
a password from a verifier, C2 Identity still provides two-layer defense methods to eliminate any
opportunity of data compromise:
1. We recommend users to set up a strong password, which must contain eight or more
characters, uppercase letters, and lowercase letters with numbers included. Using the
username as a password is not allowed.
2. We recommend the use of 2-factor authentication.

PC client protection

The C2 Identity computer client offers authentication for Windows and Mac device logins so that
employees can use a single credential to access both computers and corporate resources. The
PC client needs to synchronize essential user information from the server to authenticate users
locally, including the username, user identifier, salt for SRP, and password verifier. Any
communication between the PC client and the C2 server uses Transport Layer Security
(TLS) protocol. An admin has to approve the device on the C2 Identity admin portal first. Then,
the syncing process starts to protect data from being synchronized to anonymous servers. The
data will only be synchronized when there are changes applied on the C2 server. This approach
lowers the risk of the password verifier being intercepted by middleware during data
transmission.
To protect the synchronized data on a PC client, we safely store it on Encrypting File System
(EFS) for Windows and keychain for macOS. The C2 Identity PC client also uses the login attempt
limitation feature, which locks a user out for 5 minutes if they entered a wrong password
combination more than the given number of times.
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Edge server transmission

The C2 Identity edge server runs on docker of servers on an organization's Synology NAS or any
chosen servers. It offers LDAP authentication for the organization's on-premise services. To
provide LDAP services for on-premise services, the C2 Identity edge server needs to synchronize
groups and users directory from the server, including group name, group description, members of
groups, username, credential related data (encrypted NTLM hash, salt for SRP, verifier for SRP),
user's display name, user's email, etc. On top of that, the encrypted NTLM hashes can only be
decrypted by the edge server you own and not by the C2 Identity server. NTLM hashes are
required to be stored on the edge server for SMB authentication. For that reason, we assure you
that the C2 Identity server has zero knowledge of the user's NTLM hashes and has no way to
obtain access to NTLM hashes.
To secure the edge servers that run on the servers managed or owned by admins, we strongly
recommend the admins follow best practices against malicious software activity. However, to
prevent the data from being compromised by middleware, C2 Identity employs various
approaches to secure further the data transmission between the C2 Identity server and the edge
server.
The communication that takes place between the edge server and the C2 server is divided into
two processes. Encrypted NTLM hash and the keys for decrypting NTLM hash use Transport
Layer Security (TLS) protocol for transmission. Other directory information uses the native
OpenLDAP replication function to transfer, and its sync protocol is also defined in RFC 4533.
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Transmission process

Edge Server's Private Key is never sent to the C2 Identity server, this process guarantees that
only you and the edge server managed by you can have access to the NTLM hash.
1. The edge server will randomly generate an Edge Server Key, and send the Edge Server Key's
Public Key to the C2 Identity server during the edge server registration.
2. Once the admin approves the device on the C2 Identity admin portal, the admin will be
promoted to enter the C2 Key, which is used to decrypt the Key Set, retrieving from the C2
Key server.
3. After retrieving Service Key's Private Key from the C2 Identity server, it will be decrypted by
the Key Set.
4. The Service Key's Private Key is encrypted again via the Edge Server Key's Public Key and
sent back to the C2 Identity server.1
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5. The data transmission between the C2 Identity server and the edge server is divided into two
parts:
a. Encrypted NTLM hash and the keys for decrypting NTLM hash use Transport Layer
Security (TLS) protocol for transmission.
b. Other directory information (includes a salt and verifier) uses the native OpenLDAP
replication function to transfer.
All the data mentioned in step 5 will be stored on the edge server. The saved data on the Edge
Server Key will authenticate a registered user's password the next time the user signs in to the
client.

Notes:

1. Only the Key Set and the Edge Server Private Key can decrypt the Service Key's
Private Key. Edge Server Private Key will never be transmitted to the server to make
sure that the data is inaccessible to the C2 Identity server.

Cloud application transmission

C2 Identity provides SAML 2.0 Single Sign-On (SSO) for users to securely authenticate all the
company's applications and websites across different domains by using just one set of
credentials. Alongside the Single Sign-On (SSO) authentication, C2 Identity also provides user
account provisioning to streamline SaaS account creation for a simplified IT workflow.
Any communication between the third-party applications and the C2 server uses Transport Layer
Security (TLS) protocol. When a user has been provisioned to applications (e.g., Google
Workspace) created or updated on C2 Identity, C2 Identity will call the application's APIs for
creating or updating the provisioned users. C2 Identity uses OAuth 2.0 protocol for authentication
and authorization to access third-party applications' APIs (e.g., Google Workspace, Microsoft
365). C2 Identity randomly generates a password for users who are using an application to
protect the user credentials further.

19

Other data

Outside of users' credentials, certain additional information will be necessary to utilize the full
functionalities of C2 Identity and maximize your user experience. For example, device
management will require your device's name and IP address, and password setup or reset will
require your employees' email address and the One-time Password (OTP) verification code. All of
this information is protected with disk encryption and stored in Synology's Data Centers, which
have undergone rigorous inspections for strict security protocols and physical safety measures,
as well as meeting Synology's high standards for incident response and access limitations.
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Conclusion
Synology C2 Identity safeguards access to corporate resources in the cloud or on-premise while
allowing users to access their devices and applications remotely.
C2 Identity offers a centralized user administration for identity management delegation of
privileges, provisioning user accounts, monitoring roles for each user and group, and password
management for devices and third-party applications. C2 Identity is designed for application
integration and authentication to a more comprehensive and holistic directory service ecosystem
that caters to an organization's needs.
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