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T MybsM < C | _Test_123 Q-
b _Test_123

Create-  Upload-  Action-  Tools-  Se
b ActiveBackupforBusiness Keyword:

} chat Name Size Fi

& #recycle Fa Enable file content search &

i File_o07 Fo
Location:

_Test_123(All subfolders) -

File Type:
Any -

Date:

Modified Date -

Size (MB):

Any -
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https://kb.synology.com/DSM/help/SynoFinder/universalsearch_index?version=7
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1. Gaev DS file vuginsaiiinfiovavne
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o flag wie QuickConnect ID: anunsailu IP anslunianisusn, Faload DDNS wia QuickConnect
ID wos Synology flé Aaudiosdaléanu QuickConnect Tu wwsAwAN Aoutiiaingszuneiu
QuickConnect ID dwsbdioyatiaiy lusagfiaiu 21 QuickConnect ID wagRa

o Bl uaz sERI

o HTTPS: iWal#srunsidonda HTTPS wndesnnsiingszuuegrslasnsis lusansuinisiaulna
Wadfidusu HTTPS davfinnsaaan port forwarding uaz lusisos SSL/TLS fignéias
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Package Center fiuwatnanaanuuulag Synology wasuwALNAYINYARANEINNAINRAIgUTEIANTNEINITH
T#ausausy Synology NAS wasaaulé

druilazuuniisanslderu Package Center lifuma

= 3 ]

AaenvLwALNANIU Package Center
1. +i/le Package Center.
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https://kb.synology.com/DSM/tutorial/Why_can_t_I_play_videos_over_HTTPS
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https://download.synology.com/
https://kb.synology.com/DSM/help/DSM/PkgManApp/PackageCenter_desc?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_user_import?version=7
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8. Tuwdineing AIATATIARAIINITINGH AUFEINITAAIMUATATIAAAMNSIFIMSUUTAIT6 9 (1u File
Station, FTP, rsync «a«) Lﬁaﬁﬁﬁ”@m%mmunué’i@ﬁﬁam%ﬂﬂduu@iaziwiﬁﬁiumidwiaﬂwsi ARYEST]
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varfinaeeld auauisauilviadiAnanusiuazasaiaisisnaitunihasteysy
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10. AAN 1850HY LDOUTUAOUAITHIAT

HNITAITHIAINITLIILE DU

AaLAINNTaNdA"(H Synology NAS waspadensudifioulasdnlutdifiofiamensaivsedafiowaa 35

nsudadoudiilviidan (dud Suua, push service was webhook aauilazuusii35AvAIAITUTILGHOUT Wi
AIUAN > NITUILROU

1. Wfludiy Email, u8a1suuuwe wie Webhooks o nuagasnienisdedonnuudodiou s
wuzblagazBya lisagunanuiifieadio:

v o o

o Email: sudiannuudadiouldfifud Synology YDIAMUNTOBLNAFIUG d1USUBINAFTIUGT Windn s
A1 iafAIUARIBLNALFIADY
o UFNTUULWY: sudaANudIBiauLuglnTatiatiansanauiaeasYaIRHIUILIUTITYDS

o Webhooks: sufionnuudaiioutinu Synology Chat, Microsoft Teams, LINE, SMS w5 1s
150715 webhook LLluuAIMLALDY

2. liiwdiy ng weudlungililunsnssduliissuudenisudodiou ngEudu 3 ng ldun Wovue, dndou
uaz Ange Adn Wiy weadrenglui (feadeuda asarunsaiianngdanavasasaidosnioniade
Hoauudadiould Wadmuaisnsudabiou ngisudunasngiinauasioeeazlanglusienisividen
AAINNTaEaNaINTIIANTUT a9y nai L6l

B controt panel 2 - B x

a Q Email  Push Service Webhooks Rules  Events

A File sh i i "
e sharng You can create different notification rules for different system events. Each rule can be applied to multiple delivery channels, such as

B shared Folder email or webhook.

File Services
s User & Group

B Domain/LDAP This rule has not been applied to any delivery channels.

A Connectivity
Chrome, Chrome, Chrome

© External Access

2 Network een applied to any delivery channels.

@ security

B Terminal & SNMP

~ System

@ Info Center 3items C

Reset Apply

B Login Portal

3. Wiuiiu wenisal uazdnuadiselUil:
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https://kb.synology.com/DSM/help/DSM/AdminCenter/system_notification_email?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/system_notification_pushservice?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/system_notification_webhook?version=7
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o Womtianu: udazmgnsaiazidonnuudadowsudu audiauisalsuudaiiondionule
lagdanmansaiudindn uilviioay
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\iia Synology NAS wavaaugansafudumasiiinuadl n155nu1A1Naadsyasszuududud Aty dauiias
wuzih 4 35Tunsiasuanuiasadulidy DSM vosaas

Waldulnsead
1. T uwsmaugu > Aulaeady > Wead

2. oin @alduingroad wazedn iluld lsiwdlnwsoad suduazgminUl¥ru DSM vasna Fousis
Usuueslisinalwsrond

@ control panel 2 - o x
fa Q Security Account  Firewall Protection  Certificate  Advanced
S —
General
2 Network
+/ Enable firewall
@ Security I
+ Enable firewall notifications
B Terminal & SNMP Notify me when apps or services are blocked by the firewall and provide the option to unblock that service
or app.
~ System
Firewall Profile
@ Info Center
Customize your firewall profile.
B Login Portal
Firewall Profile: default - EditRules
&% Regional Options
B Notification
1) Update & Restore
~ Services Reset Apply

#usslowiiann Security Advisor

Security Advisor Juuatwdndulusfiawns Synology NAS YDIA AFIVFOUNITAIAT DSM wazlidn

wuzthlunsuilvgadoudiuautasnse snuianudasasuls Synology NAS %aaaaﬂ@aﬁmmﬁumau
s lii:

dunu Synology NAS vaspauiiudi

1. TU#i Security Advisor > a1Ws2%
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https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_security_firewall?version=7

2. AaN FAU

‘a Security Advisor ? — @ X

At Risk
€ Results
Security risks were found that need your attention,

i Login Analysis Last scanned 2 second(s) ago,

3¢ Advanced R
& Malware No malware was found on your system. [
System Your DSM is working well o
& Account 1 user(s) have weak passwords. 0o
B Network Network configuration is good )
Z Update e out-of-date. o

@

3. ufilugasoudunnulaonfuaunadwsa 65y
8 L% e
AIIAITUNUSH TR
= . . &
1. lU# Security Advisor > #ugs

2. fin @enstEufnuanIsauawuUlsEs TLa1w AIRWANISTLAY LE0NAITIEDINIS RSV LA

o
INLNYLVUATIUAIT
& security Advisor ? — A X
B overview Perform essential checks to protect your DSM against common cyber threats. View the checklist of

security rules to scan.
& Results

For work and business

il Login Analysis perform comprehensive checks to meet security compliance requirements for organizations. View the
chacklist of security rules to scan.

N Advanced
Custom

Define which checks you would like to perform.

Scan Schedule

/' Enable regular scan schedule

Run on the following Wednesday -
days
Run task: 01 ~ : 03 =~

3. aan Wl wWieiiufinnisaaan

Bougiindisgaiy Security Advisor.

UniloviigyBvavsnaaianisasraaauslrny 2 Joddy

AsaTr9Feueu 2 flady Yruinanuiasedelidulnd DSM vasqa iollaldeudadenil aaazdos
Youswadiuduuuuasoifionsindusianiuyaszasdodnld DSM lauswailarnsasuldarnuatnsiogous
o (1w Synology Secure Signin waz Google Authenticator) NdiasvuugUnsaiiiofiovavna

o o

wngasnsilalderunsasiaaaudinu 2 Hosvdmsutaduosaa A DSM > dwuyana > AW

o 9

2 2
1 o tv)

Uansie uainan A1sasrasgaualeu 2 Jady (asuargrenaan arnttulousianiuvavnaiasiiuns
h]

BouFiinEneIiy n1sesiragaualnu 2 Jade.
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https://kb.synology.com/DSM/help/DSM/SecurityScan/securityscan_desc?version=7
https://kb.synology.com/DSM/help/DSM/SecureSignIn/2factor_authentication?version=7
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1. [Ufi uwemuau > ANulasasis > astniles > Asufendnluia

2.
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. adn Ul Watiufinnisevan

.l controrpanel 2 — B x

a Q Security  Account  Firewall Protection Certificate  Advanced

-
~ Account Protection

2 Network
Enable this option to protect your accounts from attacks by untrusted clients.

@ Security /| Enable Account Protection

B Terminal & SNMP Untrusted clients

Account protection will be triggered if an untrusted client fails to sign in too many times within a

~ System
predefined period of time.

@ info center Login attempts: 5

Login Portal Within (minutes) 1
¥ Regional Options Account protection will be cancelled after a predefined period of time.

Cancel account protection (minutes 30
B, Notification later):

1} Update & Restore Manage Protected Accounts

A~ Services Reset GREY

flavfunslonduuy DoS

nslanduuy Denial-of-Service (DoS) Aaanuweneuiisoiruiiaviliuiaisiasodns ianunsaldeulé

198n155UNIUAITHINIUYDIVENIS WInFoun1TuantEuenislandusznnil e udueoudiuan:

1. W9 uwemauau > A1udasaiy > nsuniles > n1silasdu Denial of Service (DoS)
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2. in Waldeunisiloedu DoS wazadn i lyls

Ll control Panel 2 — A X
ft Q Security  Account  Firewall Protection  Certificate  Advanced
e —
Enable block expiration
2 Network
- When block expiration is enabled, blocked IP addresses will be unblocked after the number of days entered

below.

@ security

Bl Terminal & SNMP

Create and manage an allow list to add Ip addresses that you trust, or a block list to prevent certain 1P

A System addresses from signing in.
@ 1nfo center Allow/Block List

Login Portal ~ Denial-of-Service (DoS) Protection

23 Regional Options Network Interface: Lan 1 -

B Notification Denial-of-service (DoS) protection helps to prevent malicious attacks over the Internet.

+ Enable DoS protection
1} Update & Restore

 services Reset Apply

Foudiiandaiendu nisuonsaludl® arsilasdusad uaznisilesiu Dos.

§1inm DSM waspaulviviuasivagiaue

Synology Uaausiinn DSM ag1sasinane Geanafifltaasivig Asusuasenisineu waznnsiiia
UszAN5nIW aruitaziusiinisn1569a1n159U1e6 DSM
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1 (9

« wd991n8Uan DSM wd aauaziiaiuisadounaululdnessunauniild

o)

o P ) 2 s ' ' o & 1o o '
. diafinoulFuiaznosfuargaerouandiaduluduogfunisiimuadl DSM vasna

fLuN158Y1e6 DSM eauLas
1. Tufi gudanaiilnamues Synology
2. 1Fon1szanuAnA U LAz U IAL
3. tiouaglUil Operating System wazanaiiluan N&sUine
4. TUf DSM > uwsmAy > ilinauaszdAu > DSM Update
5. adn Manual DSM Update

6. lundinentlotsw Iinan Browse wiiosilvanwa
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https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_security_protection?version=7
https://www.synology.com/support/download

A Q DSM Update  Configuration Backup ~ System Reset  System Recovery

Synology offers DSM updates when new features are available or security issues and bugs are fixed to improve
A System
Manual DSM Update X

@ Info Center
Please select the .pat file from your local computer.
B Login Portal
File Path Browse
k’a Regional Options
B Notification

@ Hardware & Power

External Devices
Note: DSM cannot be rolled back to an older version. The applied DSM must be

newer than the current one.

1} Update & Restore

A~ Services

& Synology Account
3 Application Privileges

M 1odavinn Qandica

7. A@n anad wazsaliinagasilvan
8. navannsudoyasiinauaziniidosiudunda (Wedn sliae
9. pan g lunaesdudu asdaedanalsingd 20 89 40 wdi F1uTlaseuusEnI1en1ToULe 6

10. 52UU=FFAITNUFTNITUALUWALAININNALIDNITIYInnaS DTNy Tal

MaA1511e6 DSM §alusia
1. TU7 DSM > uwsmruAY > Siliaauazau > DSM Update
2. AAN SUAARITHIAT

3. tunthenetloddw aauaunsadiuaside (Uiliiiodaresdu DSM fisanlwilu gudanidluanves
Synology

o Simadrdnlaedaluid: oygialvszuuinnestinn DSM fiddalaudaluid wioldszuuvasna

9 @

ldsunnsunilovagiane winusihlddaldoudadenil
o filmpangalaedaludd: syanalvszunfnnediinn DSM Twilasdalud@ifionusyinnlua

o AWMuALAINITELeR: fuuaralfistuvazinssilinadnluli® seyainsroaeuanuyasalan

o

U

& Q b Update Settings x
~ File Sharing S| Select how to proceed when there is new DSM update available are fixed to improve system
B shared Folder b | Automatically install important updates
File Services 1 Keep your system stable by automatically installing updates that fix security
a vulner nd ot
a3 User & Group st nstall the latest updates

B pomain/LDAP eep your system up to date with the latest features and

A Connectivity

Update schedule: Tuesday
© External Access

02 40

2 Network Note.

« Yo
@ security to

«Th

B Terminal & SNMP

~ System
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https://www.synology.com/support/download
https://www.synology.com/support/download
https://kb.synology.com/DSM/help/DSM/AdminCenter/system_dsmupdate?version=7
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https://kb.synology.com/DSM/help/DSM/AdminCenter/file_user_desc?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_group_desc?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_user_delegate?version=7
https://kb.synology.com/search?query=%22Manage%20User%20Privileges%20on%20Your%20Synology%20NAS%22&sources%5B%5D=video&os_versions%5B%5D=1&os_versions%5B%5D=2&services%5B%5D=Control_Panel
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https://kb.synology.com/DSM/help/DSM/AdminCenter/file_directory_service_join?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_directory_service_sso?version=7
https://kb.synology.com/DSM/tutorial/How_to_join_NAS_to_Azure_AD_Domain
https://kb.synology.com/DSM/help/DirectoryServerForWindowsDomain/synologydirectoryserver_setup_wizard?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_with_Directory_Server
https://kb.synology.com/search?sources%5B%5D=user_guide&services%5B%5D=Synology_Directory_Server
https://kb.synology.com/DSM/tutorial/Why_are_there_sysvol_netlogn_folders
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https://kb.synology.com/DSM/help/DirectoryServer/ldap_server?version=7
https://kb.synology.com/DSM/tutorial/How_to_join_Mac_client_computers_to_Synology_LDAP_Server
https://kb.synology.com/DSM/tutorial/How_to_sync_LDAP_data_on_Synology_NAS_to_Google_Apps_with_Google_Apps_Directory_Sync
https://kb.synology.com/DSM/tutorial/How_to_sync_LDAP_data_on_Synology_NAS_to_Google_Apps_with_Google_Apps_Directory_Sync
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=LDAP_Server
https://kb.synology.com/DSM/help/SSOServer/sso_server_desc?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_SSO
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https://kb.synology.com/DSM/help/RadiusServer/rad_desc?version=7

YN 4: A1FIALAUYDYALLAE
Virtualization

Storage Manager

Storage Manager ?h&fiﬁama‘i’msgﬁawmaﬁ‘mﬁu%agauu Synology NAS wavfeu AFI9FOUNIFLHIU
Hufidafiulausan uazasrasougunIwoslasivionaavasn

AN aIAeY

Apul#anu Storage Manager aaiArsvinAnuduts A dwiide [uil:

« Wanisdaivdaya:

!
P~ Y]

o yansdafivtoyafombudaifivdoyaiiuiiilszneudislasdiviledwionnni lasyanisdniy

'
[ o e '

doyaaunsansalildsunisunilosdrumalulanissafiviioyafiifundt Redundant Array of
Independent Disks (RAID)

* RAID:

o RAID #awmaluladinissafivdayaiisanlasiosewarsdadnfuniionsounnitmireonssne ey

AMHNUNIURDANMNAANAIG UszAnSaw uazanugluasdaivioya

o 15z RAID fisessuazuanareiulyaiugusas Synology NAS dwsusiaziBuaiinidu lUsagi
nwsandszian RAID uaz aiandaiaud vag Synology NAS YDIA

o 0§

o 19gNazgRaSuUANUNTaAvToyauazlduidafudoyaugiuuu Synology NAS wasaa

Inlateosiiues tonans uazdoyaufininaniuavosnaazgndafiuliid

>

L HENGEP LY

=

WaNu

asyaiundaivdoyanazioguagiviioeniivyaiiasudniutoyauu Synology NAS wasaal d1sy
9

Re

Foyaufindin lusagauusiludiu fvuasmiuidafivioya

AEIN15a (17 Storage Manager > Overview tiiagéiayadaaividuszuudafivdoyavosan 1w

aonuzszuulassn mMsldnuweay doyalasil uazeuiiaanad iy

29


https://kb.synology.com/DSM/help/DSM/StorageManager/storage_pool_what_is_raid?version=7
https://kb.synology.com/search?sources%5B%5D=hardware_specification

3 Storage Manager

B overview

Q Healthy
[ storage - System is healthy.
Storage Pool 1
volume 1
B Hob/ssp Volume Usage
Volume 1 —
% Storage Pool 1 36.2 GB / 129.6 GB 28%
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Task Schedule
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S.M.AR.T. Test Drive 1, Drive 2 Ready 04/05/2023
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https://kb.synology.com/DSM/help/DSM/StorageManager/storage_pool?version=7
https://kb.synology.com/DSM/help/DSM/StorageManager/volume?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Storage_Manager_admin

' e o '

WolasiiRailamuazyinliwaiuidafudoyaidouaniw (a5l Hot Spare azinuunudilasifiFome

U

3 = =1 E

inldyadiuiidafudoyaaunsadaulé

Fuufiiafuiondy lasi Hot Spare

NNI8LAe):

« 152100 RAID wasyaiuidafiudoyadosinununudennuionainvoslasi 1 dagull
(1fu RAID 1, RAID 5, RAID 6, RAID 10, RAID F1 uas SHR fitssnaueslasiagneiiosaoss)

« A21Qavlnsil Hot Spare doawirdunieninainanuguaslasiiidniigaluwaiuidafiv
Yaya RAID 1, RAID 5, RAID 6, RAID 10 %38 RAID F1

[

thuYaya SHR

[ G v

daivdayaiidudssianifieniu
)

« HDD uaz SSD aunsafiuuailu hot spare lauwanuiisn
38 SSD waz HDD azinilavians

U

[~

wintiu Iae hot spare SSD azilnilagtannzyaiudisn s
Wa HDD wintiu

LAy SSD

way SSD {uisfdua lunsiiuiszAnsnwuaswaiiufisnifiudioyails HDD lagazeradsudsonisidings
wuugudunssafiudoyaiidinfetios [fuu SSD wasuay SSD fifiaasuwogu lUsansiuirflwasiiimnis
Tunneguiniiu as9a9u71 Synology NAS wasamsassiay SSD il

Ay SSD fiay 2 Uszan:

o waruuusuagien if SSD wilsdamsonnainlunsdafivieyaiignautissuazgrsidelszansniw
Aseuuugy azliiinnsgamevesdiayanin SSD thailagw wszluuauaviiazfivawizdrundoya
91NIDANIIITU

o WAYLUUBIU-1Tou 1% SSD ag1utiouaadd a5 19 nuNIuGoAINEFYWIY 1A LAYIIU-1TuuDz
@oudioyalids SSD AsuiioinszAniawaseru/ilsunuuguuazisennuislunsidinfeioys

NF0dlszANUsaluNAYasLAY SSD aunsatlszaaudiy SSD [dgege 6 62 uazdoudulasiliszinn
e
BouFiinGneIiy way SSD wasdaf1uuayesin

winaaliwilotnmsidvunauey SSD winladmsunisldnuvosaar v uusiliinn1sieszilu
Storage Manager > Storage > SSD Cache Advisor a2u#ii)

SSD Cache Advisor azdtaszigiuuunsidtoyailagiuvesnauazuusahvunanay SSD fiwmunzas

dwsineguiinaudon Hansitasziiiosduinouegieiiosifaduiiionadnsaiwiugndodiu

FyudiiaLianigaiy SSD Cache Advisor

31


https://kb.synology.com/DSM/help/DSM/StorageManager/hotspare?version=7
https://kb.synology.com/DSM/tutorial/Which_Synology_NAS_models_support_SSD_cache
https://kb.synology.com/DSM/help/DSM/StorageManager/ssd_cache_create?version=7
https://kb.synology.com/DSM/help/DSM/StorageManager/ssd_cache_advisor?version=7
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https://kb.synology.com/DSM/tutorial/What_are_Some_Considerations_for_Creating_SSD_Cache
https://kb.synology.com/DSM/tutorial/Frequently_asked_questions_about_using_Synology_SSD_cache
https://kb.synology.com/DSM/tutorial/What_is_the_Minimum_Size_I_Should_Consider_for_SSD_Cache
https://kb.synology.com/DSM/help/DSM/StorageManager/disk?version=7
https://www.synology.com/products/expansion
https://kb.synology.com/search?sources%5B%5D=white_paper&tags%5B%5D=Expansion_Unit
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https://kb.synology.com/DSM/help/DSM/AdminCenter/system_externaldevice_devicelist?version=7
https://kb.synology.com/DSM/help/StorageAnalyzer/StorageAnalyzer_desc?version=7
https://kb.synology.com/DSM/help/ScsiTarget/iscsi?version=7
https://kb.synology.com/DSM/help/ScsiTarget/fibre_channel?version=7
https://kb.synology.com/DSM/help/StorageConsoleforVMware/storageconsoleforvmware?version=7
https://kb.synology.com/DSM/help/StorageConsoleforWindows/storageconsoleforwindows?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_SAN_Manager
https://kb.synology.com/DSM/tutorial/How_to_install_Synology_Storage_Console_on_VMware
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https://kb.synology.com/DSM/help/Virtualization/VDSM_desc?version=7
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Virtual_Machine_Manager
https://kb.synology.com/DSM/help/Docker/docker_desc?version=7
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https://kb.synology.com/DSM/help/DSM/AdminCenter/file_share_desc?version=7
https://kb.synology.com/C2/tutorial/use_Hybrid_Share_snapshot_feature
https://kb.synology.com/C2/tutorial/use_Hybrid_Share_snapshot_feature
https://c2.synology.com/pricing/storage
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https://kb.synology.com/DSM/tutorial/Quick_Start_Hybrid_Share
https://kb.synology.com/DSM/tutorial/Quick_Start_Hybrid_Share
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Hybrid_Share
https://kb.synology.com/DSM/tutorial/How_to_encrypt_and_decrypt_shared_folders_on_my_Synology_NAS
https://kb.synology.com/DSM/tutorial/How_to_encrypt_and_decrypt_shared_folders_on_my_Synology_NAS
https://kb.synology.com/WP/Synology_Hybrid_Share_White_Paper/1
https://kb.synology.com/WP/Synology_Hybrid_Share_White_Paper/1
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https://kb.synology.com/DSM/help/DSM/AdminCenter/file_winmacnfs_desc?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_winmacnfs_mac?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_winmacnfs_nfs?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_ftp_desc?version=7
https://kb.synology.com/DSM/help/FileStation/FileBrowser_desc?version=7
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https://kb.synology.com/DSM/help/SynologyDrive/drive_desc?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_Drive_admin
https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_Drive_users
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Synology_Drive
https://kb.synology.com/DSM/help/CloudSync/cloudsync?version=7
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https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Cloud_Sync
https://kb.synology.com/DSM/tutorial/How_to_access_files_on_Synology_NAS_with_WebDAV
https://kb.synology.com/DSM/tutorial/How_to_migrate_calendar_from_WebDAV_Server_to_Synology_Calendar
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https://kb.synology.com/DSM/help/ActiveBackup/activebackup_business_overview?version=7
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https://kb.synology.com/DSM/tutorial/Quick_Start_Active_Backup_for_Business
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Active_Backup_for_Business
https://kb.synology.com/DSM/help/ActiveBackup-Office365/activebackup_office365overview?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Active_Backup_for_Microsoft_365
https://kb.synology.com/search?sources%5B%5D=user_guide&services%5B%5D=Active_Backup_for_Microsoft_365
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https://kb.synology.com/DSM/help/ActiveBackup-GSuite/activebackup_gsuiteoverview?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Active_Backup_for_Google_Workspace
https://kb.synology.com/DSM/help/USBCopy/usbcopy_general?version=7

und 7: nsunilog NAS

A158150989aNI5AIMUAAI DSM

Asdsasdoyanisivuaassuufulsediasiieldaaaunsafunfunasiiunisacavesnaldodng

520152uad18a0Y AaEINITaRIA1 DSM THd1seediayanisiuuaaiszuuludaiag Synology wasaalay

>

Saluiiif uwemIuAN > sUiam & fau > drsesioyanmsdmuas usnainildsaunsadisastioyadiay

autoslaiiufindoyaaslunoufininasuasnalddnéie

j Control Panel ?7 — B X
f Q DSM Update Configuration Backup  System Reset System Recovery

¥% Regional Options A~ Automatic Backup

B Notification Back up your DSM configurations to Synology Account automatically and periodically.

v+ FEnable automatic DSM configuration backup
W Hardware & Power

Backup status: 09/18/2025 19:20:32 Success i

External Devices
® Auto encryption

t‘ Update & Restore Self-defined encryption

A Services Back up Now

[ ]
g Synology Account ~ Manual Export

4] Application Privileges Manually export a system configuration backup file (.dss) and save it to your computer.

A1 indexing Service Export

*** Task Scheduler
Reset Apply

FYUSINLANAYIAY N15E1509T01aNITAIRUARA.

Hyper Backup

Hyper Backup #elvinauaiunsndisasdioyaasidudioyaanuauu Synology NAS wasaas saufanis
AMUAANTEUD NM5aaAIENE weUwAadu Tnained W LUNs wiaudiudiassuy dredndendatenienis
drseutioyaivarnuaty wu Iwawmasluinios NAS szuzlna 135WasIwa rsync wasiliusnisaanndnany
519 Audafinnudeanguuindulunisnauuunagnsnisdisedioya

aansafiunestunsdrsesdioyalivarunestuiialideyaddeylndfiouazdamuliie doyadisesos
o

Qﬂlﬁﬂz'ﬂugﬂuﬁaﬂdaﬁL%’]‘iﬁﬂﬁﬂuﬂzﬂﬂﬂﬂiﬂﬁﬂﬂ@ antiluan wiafauldogreiruaslasly Hyper Backup

Explorer uu DSM, Windows, Mac %38 Linux

Fuuiis a5199unisarsesdioyalu Hyper Backup.

43


https://kb.synology.com/DSM/help/DSM/AdminCenter/system_configbackup?version=7
https://kb.synology.com/DSM/help/HyperBackup/data_backup_create?version=7
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https://kb.synology.com/DSM/tutorial/Quick_Start_Hyper_Backup
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Hyper_Backup
https://kb.synology.com/DSM/help/SnapshotReplication/data_protection_mgr?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Snapshot_Replication
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https://kb.synology.com/search?sources%5B%5D=user_guide&services%5B%5D=Synology_High_Availability
https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_High_Availability
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Synology_High_Availability
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1iiis DSM (6

fliwas Auto Block waz Account Protection #aalvsiuladn Synology NAS ﬂaaamﬂaamﬁsmﬂmﬂwﬁ
wuy brute-force ftoasmanilazufon IP u5a1iyd DSM fifianuwsienudingszuudumainalunsoiu
Avualugrsnaifissy sfenuwesiudigszuy NAS wiousnisonn IP wwi=ilideld/svanuuungs
Auto Block asilaadulilvigl#ann IP sudinda NAS 16 Account Protection vinenuludnuausiisrduusas
Winlufivydudasind lavosudonnsdinGerindianizvaagld

Tususe9971n Let's Encrypt wiamihganuoanlusisesdus treshuranutasasslunsdousslUdouazann
DSM iflonaudonsoiu DSM wiutiuwsiwes lwsisosaziinsatoyafideszuing DSM Auwsiwesiiio
Yasnunisendudaya

AUNTOAIMUAAINITAIAIAMNYADAABIET uHIAILAN > ANLABANY

Foudiiandaiendy W5ead, nsilasdu uas Tusises

gL LB

o ANDFNAUDYINTIAEIFIMSUNIATNITAINYADANY

Secure Signin

u5n13 Secure Signin Sruiiuauasasislaysanliiuling DSM wisusisuaudndennisitingszuudily

wIguasdangn Gaen1TIE NI LB O UL LAZASILE 80 (mgai’ﬁmiaa%l,ifi??) WioRdAINUaonY
9150195 Aauansaingszuu (dlaelidesinisdatudisautes

wiouniloviia@vesaaiiadn Willaldoudadannisasroaaudiau 2 flods nasonilousianiunds Tu
FueoufigownsnIstiudualran idanldswaduduwuuastden (OTP), auﬁ'ﬁmiaa%mﬁ”ﬂ% wiRIAIIN
Yaadua1saws wWinlszaunisainisdngssuufsnuiu

Synology #finad8uducreuuuiiofia Synology Secure Signin ﬁﬂw{nauﬁ’ﬁﬁwamiaa%aL?”J'\T%mei”mﬁa
OTP

Foudiiaiuieddy F5aetedinly
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https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_security_firewall?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_security_protection?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_certificate?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Security
https://kb.synology.com/DSM/help/DSM/SecureSignIn/signin_method?version=7
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o ANTNAUDYINTIALEIFINSY Secure Signin

Security Advisor

Security Advisor Tﬁu%msm’mﬂaummﬂaa@ﬁvaﬂwﬂiauﬂquTuﬁqumiﬁoﬁﬁswwaﬂ Synology NAS
yovAas lagazauaumdasluidiuanulasadsuazldauzihluasdfiunis

¢y Security Advisor aatanunsaafiunsasradauaNasnivasae lilialviuleluanulaonsuvas
HOYAASTZU:

o 65299 ULAzAVNALIS

e £152980U5AUAIINUADANYYDITHHHNIU

o FUAUSETUULAZNITHIAAT Y BTAuaT0 g

. Aziionssunsngsuuiaedy

« A52059UN58UAADTTU DSM wasuwanafifiog)

AuaINnTasunlinIsasIaFeuszULuLUAIMUALe WS o LUUMNANsIaEBIaNUTTTRgILAI N A0 AS YT
Go9n1s wialsuLaITIaNIsAsIaFaulfasIAuANNFoIAITYEIRM HAAWSEINITAgNTINTUSIBOIUT BT/
sreiouldlasdmuaenil Security Advisor > fuge > NMSAIAITIBIMU MINFasnITsUTIBIUNIBINE T
W uwemuau > Asudadiou uazdaldorunsudodou

geauuziinsasal [dfidiu wiuauudannseduanuilasasdty

Feudiiaineany Security Advisor

Antivirus

Antivirus Unilay Synology NAS #89Aua1nA8AnAINMTudunsIe AMEINITOTUAUTSUUNINNG FLA%
Inatmasianis nsomuuansenisaunusnluid grudeyahsrozldsunssiinalassnluidiolHiulolu
AINUADANYFIFH

fiunanauaud sw 2 uuulu Package Center: Antivirus Essential (W3 1% ClamAv scanning engine)
waz Antivirus by McAfee (u5n1siduanidiane 1# McAfee scanning engine)

FyudiaLineiy Antivirus Essential was Antivirus by McAfee
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https://kb.synology.com//DSM/tutorial/Quick_Start_Secure_Signin
https://kb.synology.com/DSM/help/DSM/SecurityScan/securityscan_desc?version=7
https://kb.synology.com/DSM/help/AntiVirus/av_desc?version=7
https://kb.synology.com/DSM/help/AntiVirus-McAfee/av_desc?version=7
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w1n Synology NAS wavaaaglutafotnadiuda (u Wondeduiseeslugiuzlnaoud) aaaiunsa
AmuaAInsnFeannnaisuaniiioli Synology NAS wasaaaunsatindeldornnniitinudumesifie diuil
ozaBunediugrutisndy 3 35Tunnsinfeannnnsuen l@uA QuickConnect, DDNS waznsvasiisanasn

Yoo o

BouzIsAmuaaIn1swiisaInatsuandInsy Synology NAS vaun

QuickConnect

J Control Panel ?7 — @A X

s Q QuickConnect DDNS Router Configuration Advanced
~ File Sharing . B . .
QuickConnect makes it easy to connect to your Synolegy NAS from anywhere. Just enable QuickConnect below and register for a

[ Shared Folder Synology Account.

General
B File Services

I ' Enable QuickConnect I

22 User & Grou
= P QuickConnect ID i

B Domain/LDAP
Connect to your Synology NAS anywhere

~ Connectivity an web browsers, use the links below:

DSM: http://QuickConnect.to/

® External Access
On mabile devices and computer clients, enter the QuickConnect ID below on the login screen:

/‘\ Network QuickConnect ID: [N

@ security Advanced

B Terminal & SNMP Configure the permission settings for applications and services.

~ System Advanced Settings

@ 1nfo center

B Login portal

Reset Apply

o

QuickConnect gnaanuuunidialiinisieusady Synology NAS wasamaInnsuaniaiatianeluiu
1309918150157 G2y QuickConnect ID fifvuates AuaI1aaLnEs Synology NAS yasaaildlaslsi
Gousarn IP neuanuuumed wioadussuinafiog WAN/LAN Liia Synology NAS wasnaigniinglie
RTRININ

aunsadmuas QuickConnect Téif UHIAUAN > ATINEvaInAI8uan > QuickConnect FyuF i
(g QuickConnect
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https://kb.synology.com/DSM/tutorial/Quick_Start_External_Access
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_quickconnect?version=7

SIUANEN:
o AINLANEINTENINY QuickConnect waz DDNS Foosls?
o wiinnaudavuinisladisasst QuickConnect?
. [aunsaihdsginsal Synology wassuniu QuickConnect i aasvinagnals?

. @nanshiwiwas Synology QuickConnect

J Control Panel ? — @A X
A Q QuickConnect DDNS Router Configuration Advanced
. ) ) Add Edit Delete Update Now Customize Provider
File Services
Service Provi.. Hostname External Address Status Last update t...
& User & Group
Synology MyDSM-TD1.synolo... 10.17.29.110 Mormal 03/30/2023 ...

B pomain/LDAP
~ Connectivity
® External Access
/‘\ Network

@ security

Bl Terminal & SNMP

~ System

litem C
o Info Center

]
oo o

DDNS (Dynamic Domain Name System) Lﬂmﬁmmﬂszsfmﬁmwiumiauzyﬁmﬂ'lsm”']ﬁamﬂmauaﬂviﬂs‘]’a
Synology NAS wavnau Tngasgaelinisdonsdadu Synology NAS wiudumasifiiadistugaunisunide
loadiy IP address @ag1919u AauaIuisadinde Synology NAS wasnalaslidaload DDNS (1du
"www.john.synology.me") unun1slé IP address (1#u "10.17.1.1")

aunsafvuaAdiolaad DDNS 16 uwsaruau > arsindieainaisuan > DDNS

FyugiiadsAgad DDNS
SruiuLAN:

o AIINLENEINTENIN QuickConnect waz DDNS fooazls?

o AmaruNwUUYLAYIAUUEN1S Synology DDNS
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https://kb.synology.com/DSM/tutorial/What_are_the_differences_between_QuickConnect_and_DDNS
https://kb.synology.com/DSM/tutorial/Which_services_support_QuickConnect
https://kb.synology.com/DSM/tutorial/Why_can_t_I_connect_to_my_Synology_NAS_over_the_Internet_via_QuickConnect
https://kb.synology.com/WP/Synology_QuickConnect_White_Paper/1
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_ddns?version=7
https://kb.synology.com/DSM/tutorial/What_are_the_differences_between_QuickConnect_and_DDNS
https://kb.synology.com/DSM/tutorial/Frequently_asked_questions_about_DDNS
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AslAsuwdunsudinifineiediuoingungal NAT (wu t51imed) [Udeyaiiog IP/wasavasginsalnialu

aunsafmuaaIngnTesifanasa (69 unsmuay > MsinBeainneuan > MsimuARIsILAS

2
o

Foufiindnifiondy nalnnisesidsanase wieisavaingansvesiisanasalu DSM

SIULNNLRN:
o wasepsorralafilélausnis DSM?

o
o

o Adlauuzii: A8avAnswesiisanasaiiadinde Synology NAS wasamanszuzlng

NI5AIAILAZ DY Y

Tunsdidrulva) aaanaunsadulderuusnisdneg uu Synology NAS wasaaldiiufindsarnfinns DSM lay

GignTudosasaraiodng wanudosnistsouaenisasamanit WHUf uwemtuau > wiete.

J Control Panel ?2 — A
A Q General Network Interface Traffic Control Static Route Connectivity
‘v CALCIIAl ALLEDY
~ General
/:‘ MNetwork
Enter the server name, DNS server and default gateway information.
° Security Server name: MyDSM
Bl Terminal & SNMP Default gateway: 10.17.31.254 (LAN 1) Edit
IPve default gateway: --
~ System

Manually configure DNS server
o Info Center

# Login Portal

’]s Regional Options Advanced Settings

B, notification ~ Proxy

tl Update & Restore Connect via a proxy server

~ Services [

51901568 [WilozuusiddoniaFodeMa AT uwsarugu > tATetny > Walil:

a = ol ¢ @ Y YRk ' 9 o PR LY o
. wiisudeload: JeloadiduineFof litsriuiaziiusudmsuglnsailuiniony wazldifioszygunsal
sEuInenNTHoaslULA5eYY ndovnisufilutialoaduas Synology NAS wauna Tilloudialuailudes
4 '
#o85nW0s

o fvuanandiBudiu: tnendozdondanioinsiiuanatsiunaiginiediy wislidoyasnn Synology

NAS waanaaInisadelUdaniotnsduld inandisuduozilugunsaiiildwinlifinnsszyduniedu win
govasdmuatnandisudu Weanijy il 419 tnandiEudu uazdadduaudidaresinandiidey

oh)
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https://kb.synology.com/SRM/tutorial/What_is_port_forwarding#x_anchor_id4
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_routerconf?version=7
https://kb.synology.com/DSM/tutorial/What_network_ports_are_used_by_Synology_services
https://www.youtube.com/watch?v=gMuV6tDfPkM

« 51y DNS server: szuu@olatuu (DNS) aztswuiiogiioludiidndelddumineay IP figunsalluieie

greliaru 1o Synology NAS ﬂaa@mu,%amiaﬁ'u?}aimuu i "www.synology.com" DNS server 2z
sufingoulunisAunivaneay IP "210.61.203.200" vautiulsditu wiali Synology NAS YDIAMULIIE
FoyavouTuluald Tudu all aauanunsaiden divuadn DNS server daoautas azszy DNS server
WANWIDNAUAUEDNFITD

@ousonnudsnneiniond: @sunasnondasimihiiunugunsaigninslunisdindanswennsuu

Sumasiiin windeenisssywienddmsy Synology NAS wavaa Tiiden Wousar ui@wnesniond
! P a & P ° 2

Tudau wiond flou ey uaz wasm aniundn i luly

Foudiiandaiendt nisasaesatenialy,

dan1sdutmasnyLAs Uy

J Control Panel ? — A X

a Q General Network Interface Traffic Control Static Route Connectivity

‘v CALENIdI ALLTDY
Create - Edit Delete Connect Manage ~

/‘\ Network
LAN 1 DHCP

e Security Connected

Bl Terminal & SNMP PPPOE .

A~ System

o Info Center

|ﬂ Login Portal

% Regional Options
B Notification

1} update & Restore

~ Services

Sumasiiiasotny vivwihililudonanefilionse Synology NAS wasaauiutasadtunslunsadumasiiia

s1ensee liAsdssanas@onde 3 wuudmsudutnedwyiaiodnsiinaaiunsafivuaad (69 whanIua

> 1A5aYNY > BuLAS IWYLATYIY:

o Dynamic IP: Synology NAS ?Ja\iam%zﬁ%"u IP wasasauuulaunfinlasdnlui@ann DHCP (Dynamic
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Host Configuration Protocol) server (14 15716193) #890105069 DSM &2
wnaaldwasulsziannisiBoudovas Synology NAS uadasnisnduunl#luue Dynamic IP Snasa 14
WBonduleasiyiaioriafigeenis Aan wily wazidon sunIsAIvuaAASadelaeswlulE (DHCP) Tu

Wiy IPv4

Static IP: vinaadl IP waatasauuuasiiagudn aaaunsadanldssinnnisiondoiidmsudun
afwipForneld dwsunisidoruluedng uusnihlddivue IP woaesauuuaf sy Synology NAS

Voo &

Yo9AaL tNsI1z0x8ld IT administrators §ansladnstiu Fausis aaan IP uuuasi Tu DSM

PPPoE: winn Synology NAS ?Jammﬁ}awiaﬁumaﬁﬁmhu DSL w5ataidialuiu LLa::@mI@i%au%mi
PPPOE (Point to Point Protocol over Ethernet) a1a ISP aauanunsatdanldszinnansiboucailiiioly


https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_general?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_lan?version=7

NAS wosaauondodumoasifiinlasnselaslidosriusned Fouids Walderunisiouse PPPoE Tu
DSM

]
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7 WHIAILAN > LATEUIY > BumasiYIRZaYy AuEINITaAIUARIGEDALANIENTIAEIT DI LB
asyLA3aYnuYag Synology NAS wasaal wwu nsianea IPV6 n1sauAd VPN client was Link
Aggregation dudallasasdunudidenmaritlasFowluazuusiiisnsimuasn

AuAINI5ITaNED IPVE

uanaIAnIsHansedumesiiianiiu lslarea IPv4 widd DSM fesassilaseasieiiag IPV6 daanagns 2
woueelUil (Fransalisaudulé):

« Dual stack: n1sfuuaAILu dual-stack (IPv4/IPv6) theliaaiearn Synology NAS waaaulifivted

2
oo ol

o¢) IPv4 uaz IPv6 1#35ilia i Banswennsluaniwuiadoniniotiens IPv4 waz IPV6

« Tunneling: Mm3sviutuadonisaelilslanoaniietousgiudnlyslnmoaniissinunns encapsulation 35itaz

#2191 Synology NAS wasaa encapsulate wiinina IPv6 [Fluuiining IPv4 wazdseinuiaiotny IPv4

%

FoudiadnAAy Sutnasinyiniadnasaesy IPV6.

DIULNNLAN:

« u3n15latineuu Synology NAS fisassi IPV6?

1Asu Synology NAS wasnaulviifiu VPN client

1515 VPN (Virtual Private Network) sheliiaautindensiennsansg dognadudiudaniuiaiotioaiu

(3

fvovaas idnamaozagiilafiany VPN deanunsaléiietnilosnisifondainiadnsyas Synology NAS way
A

' @

ANIUg LI AT L TWE

9

§18 DSM aauaunsafionsady VPN Server [dagradnsaudns Synology NAS wasaanulislanaa
PPTP, OpenVPN w3a L2TP/IPSec wnfiunad VPN wanguvad audiaiunsaadusesninadsninesiiunn
anarulilasldlusing VPN

Fouiis asr9lusiwa VPN Tu DSM

593 LAN wanatdusae Link Aggregation

Link Aggregation #gifistuudisuas Synology NAS vasaaulasnissiuduinasiainiotnonadududii
Gawdu uazdelinnsdsosdunensniaieliinisidondonsednsiazae

Bouzds 59 LAN vargduaay Link Aggregation
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https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_pppoe?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_lan?version=7
https://kb.synology.com/DSM/tutorial/What_applications_on_Synology_NAS_are_IPv6_supported
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_vpnclient?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_linkaggr?version=7
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j Control Panel ? — A X
A Q General Network Interface Traffic Control Static Route Connectivity
‘v CALENIdI ALLTDY
Create Edit Delete LAM 1 -
/‘\ MNetwork
v/ Enabled Ports Protoco Guarantead (KB/s) Maximum (KB/s)
@ security v NTP Service, Windo... all 1024 2048
v WS-Discovery TCP 500 1000

Bl Terminal & SNMP
~ System

o Info Center

|ﬂ Login Portal

¥% Regional Options
B notification

1} update & Restore
~ Services Reset Apply

1 WWIAILAYN > 1AFEUIY > AIUANNTINHA AEINITAAILANNTINTAYIDNYDILTA1S DSM tiiailoaiu
AMNAE AuLede uazasgaFuuinfia winamdosnissidansiwilavesuianslausansuils Ao

11505y UUATSNSUYTAUUAZUUUGA5F9q A (6 luniiil

BuuUzI5 a519n)MUANNTINAA

AIMUA AT UNIILUD AT

P PR 2 = N 9 o 9 )
N LRIAIUAN > LATAYIY > LEUNIILLLUAIN ﬁ!ma’]ll']iﬂtWﬂJLﬂu‘V]']ﬂLLUU@GWBGIH@W?WGLE%WW\?T% DSM I@]

628358 NTINAAYaILTNITUU DSM Y9z NITAFIHIULTFUNIINLANEIAUAINUAI8NIIATIUNY F9
gfindsAnsninasimuaidunisvesgunsalinandluaninuwadounioiisyoonu

2
=3 o
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https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_trafficcontrol?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_route?version=7#b_26

W5onT3sNWLa95

b Proxy Server ?2 - B X
£ settings Settings
Proxy server manager's email: webmaster@mydomain.com
E cache
Proxy server port: 3128
@ Access
' Enable caching
.
e Authentication Enable logging
oy Proxy Deployment
Restore to Default
Reset Apply

@ P ¢ o v o 6 S ] ° @ ) ' o ou Il o acd P
wian@L8@sniaes mwmmﬂummnwamam‘ﬂamJLtasﬂagaixmwfﬂaLaumﬁiumsamwadﬂqmﬂmmw PhH
YUBULNS LG

AauaaTaldnsondidsvnesiiuliioad nsosnswiflaiu dansansidondoinsornofltisandu uaziiy
AMuSlunIsaauauesdmsUAIwaLTuN (1

wion@@Wi0f ansandiluanuazincvldiann Package Center

FYuSiNENNYINY wianTigsnes
' s a
DNULNNLON:

« wndasnsiFousisidouse Synology NAS wasaaunsendi@snines lisagi siouse
NIUWSaNTLTIN T
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https://kb.synology.com/DSM/help/ProxyServer/proxy_server_desc?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_general?version=7#b_25
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_general?version=7#b_25

DNS Server

53 DNS Server ?7 — @A X
W Zones Create ~ Edit E Zone Delete
. Zone ID Domain Name Type Status
&y Resolution
se.test@Active Directory se.test master Enabled
= Log _msdcs.se.test@Active Direc... _msdcs.se.test master Enabled
P Keys
M views
£} settings
2 items C

DNS (Domain Name System) Aaayafioguavduinasiiie Tagazduadaninlodne (1wu Folawwuagie

u

"www.synology.com") fiu IP uaatasa (15w "210.61.203.220") wolwilFarunsaindantingy

U

AaNTinLmas Wiansivensdug draasadnuldagrednuany

Tu DSM Aauanunsansa1u3nns DNS [deinu DNS Server uwatnaiiuuzshdmsuasloadiiulvduazdniu
d115U15n15 Active Directory domain

wa @

DNS Server finauautiadosiold

p=t )

£ g

lvundnuazluusos: vouwavos DNS ﬁ?i'wsiummuaaﬂﬂixﬂawaa DNS [dag9azidun AELFINITE

P 4 v 1P

IntAuYaya DNS Tulaungnniiolau (ﬁ‘é”lmgawmu/l,%ﬂuféi) wazlousosnanylyu (ﬁ%as&aﬁdmtmmuu)
wiolusnis DNS fianuwseuldoruge

« DNS forwarding: 35a15utfily DNS nnaideniiazgnltiiie DNS Server [siwy IP address finsefululew
YoIRa

« TSIG keys: Unilosnnsdalasiudwa DNS vasnadrunisiinaia

g o o

« Split-horizon DNS: fluAgudilsidoya DNS fiUsuuasianizdmsuudazlnaoud eroiiiuniuiaonsy
wazn1sdanIsAIiudiudivesisanasalyu DNS

Bougiinineiiy DNS Server

DIULWHLON:

« 9z69A1 DNS Server uu Synology NAS [§agals?
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https://kb.synology.com/DSM/help/DNSServer/dns_server_desc?version=7
https://kb.synology.com/DSM/tutorial/How_to_set_up_your_domain_with_Synology_DNS_Server

DHCP Server

. Edit
~  Network |

DHCP Server DHCP Clients

By Vendor

E}s PXE +/| Enable DHCP server
Primary DNS:
Secondary DNS

Domain name:
Enable Web Proxy Automatic Discovery

URL:

Subnet list:
Create Edit Remaove

Start IP address End IP address Netmask Gateway Enabled

(511705 DHCP azf1nuanuneiay IP wazwis1fiteasin3ods (19 subnet mask, DNS server 4a¢) l9du

s
gunsallaaoudiioglunseiranesluisrdiulassaludd dr035i Jauaszuubisriiudosimuaninise
AnasednslidugunsaiudaziaiosfiiunuLas

FouSANLANAIAULESWII85 DHCP

VPN Server

B ven server ? — & X
Manage VPN Service PETP
B Overview

IP range

# Connection List Current connection

= log m OpenVPN
== Enabled

£} General Settings

IP range 10.8.0.0 ~ 10.8.0.255
& Privilege Current connection 0

L2TP/IPSec
Set up VPN Server
& rpTP IP range

Current connection
B8 openvPN

B9 (2TP/IPSeC

AaEINNTaLasu Synology NAS wasaaliifut@snines VPN (1afetnedusauunaiion) wisl#ls DSM
\Housaruiasotnunaludl Synology NAS agldesnailasasdy litiwinwnazagile

lislmmoa VPN fisaesis:
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https://kb.synology.com/DSM/help/DhcpServer/connection_network_dhcp_server?version=7

« L2TP/IPSec: n1s5auduzavlislanaadiliinisi@onss VPN ag1vlanasdy wazsovsilavlnatoudaiu

Tngy (1w Windows, Mac, Linux wazginsaiiiafio)

[l
o

« OpenVPN: lislanaalawmugasadmsunisiBonsda VPN fidedalduaziasnde luslanaaiiunilosnis
Fowusa VPN @renisidnswa SSL/TLS

« PPTP: luslamaa VPN suianfisossulaslnatoudaulva) sauia Windows, Mac, Linux wazginsal
Android

2
oo O

BouzisauAIu3n15 VPN
guLiandin:
« aziausady VPN Server wag Synology wiu Windows PC lgagnals?
« au@andany VPN Server w89 Synology wnu Mac ldagngls?
. 9udousaiy VPN Server w89 Synology wWiuginsai Android liagals?
. auFondanu VPN Server uag Synology Huginsal i0S [dognals?

o marunwulsyLthyduUin1s VPN Ui Synology NAS
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https://kb.synology.com/DSM/help/VPNCenter/vpn_setup?version=7
https://kb.synology.com/DSM/tutorial/How_do_I_connect_to_Synology_VPN_Server_via_Windows_PC
https://kb.synology.com/DSM/tutorial/How_do_I_connect_to_Synology_VPN_Server_via_Mac
https://kb.synology.com/DSM/tutorial/How_to_connect_VPN_server_from_Android
https://kb.synology.com/DSM/tutorial/How_to_connect_VPN_server_from_iOS
https://kb.synology.com/DSM/tutorial/Frequently_asked_questions_regarding_DSM_VPN
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J Control Panel

fi Q

/_\ Network

o Security

Bl Terminal & SNMP
A~ System

o Info Center

5 Login Portal

% Regional Options

B Notification

W' Hardware & Power

External Devices

1} Update & Restore

AI5EHIAITIS AT

General Power Schedule HDD Hibernation ups

~ Memory Compression

~' Enable Memory Compression to improve system responsiveness

~ Power Recovery
Restart automatically when power supply issue is fixed
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https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_Photos
https://kb.synology.com/DSM/help/AudioStation/AudioStation2_desc?version=7
https://kb.synology.com/DSM/help/MediaServer/application_mediaserver_desc?version=7
https://kb.synology.com/DSM/tutorial/How_to_enjoy_multimedia_contents_stored_on_Synology_NAS_with_DLNA_UPnP_compliant_DMAs
https://kb.synology.com/DSM/help/DSM/AdminCenter/application_mediaindexservice_general?version=7
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https://kb.synology.com/search?services%5B%5D=Surveillance_Station&tags%5B%5D=Quick_Start
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Surveillance_Station
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