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Chapter 1: Introduction

Synology UC3400 is a high-performance and scalable shared storage solution designed for small
and medium-sized businesses and enterprises. With its active-active dual controller design,
hardware redundancy mechanism, and scalable architecture, UC3400 provides a reliable and
secure platform for data storage, management, and protection.

This guide provides best practices for deploying UC3400, including information on the features
and capabilities of the UC3400 and recommendations for storage management, performance
enhancement, and data protection. Whether you are a new or experienced user, this guide will
help you maximize the benefits of your UC3400 and ensure its optimal performance and security.

By following the best practices outlined in this guide, you can ensure that your UC3400 is
deployed and configured in a manner that meets the unique needs of your business or enterprise.
Whether you are looking to increase storage capacity, improve performance, or enhance security,
this guide will help you achieve your goals and ensure the success of your UC3400 deployment.

The guidelines presented in this guide are recommendations for the majority of use cases and
should be implemented on an as-needed basis.

Terminology

The following terms are used throughout this paper and are essential for understanding your
Synology storage system.

» Firmware: The software embedded in a hardware device that provides low-level control and
functionality. It can be updated to add new features, fix bugs, and improve performance.

» iISCSILUN: iSCSI Logical Unit Number, a unique identifier assigned to a logical unit of storage
presented over an iSCSI network, allowing servers to access storage resources remotely.

« Latency: The time delay between the initiation of a network request and the receipt of a
response, often measured in milliseconds.

» Link aggregation: A method of combining multiple network interfaces into a single logical
interface to increase bandwidth and improve network performance.

« Load balancing: The distribution of network traffic across multiple network interfaces or paths
to optimize performance and prevent bottlenecks.

« Network interface: A hardware or software component that enables a device to connect to a
network and transmit/receive data.

« Performance bottleneck: A point in a system where the capacity or throughput of a resource
is limiting overall performance.

o RAID: Redundant Array of Independent Disks, a method of combining multiple hard disk drives
into a single logical unit for data protection and/or performance improvement.


https://www.synology.com/products/UC3400

SAN: A storage area network that provides block-level access to data over a dedicated
network.

Snapshot: A read-only, point-in-time copy of a system, volume, or data set. Snapshots
provide a quick and efficient way to restore data to a previous state or retrieve specific
versions of data.

SSD: Solid-state drive, a type of storage device that uses NAND-based flash memory instead
of spinning disks.
Storage pool: A collection of physical storage resources that can be allocated to logical

volumes as needed.

Thin provisioning: A storage technique that allows physical storage resources to be allocated
to logical volumes as needed, rather than allocating the full capacity up front.

Throughput: The rate at which data is transmitted over a network or a specific connection,
typically measured in bits or bytes per second.

Virtualization: The process of creating a virtual version of a physical resource, such as a
server, storage device, or network.

Volume: A logical unit of storage that can be accessed by a host system, often used to store a
file system or application data.

Workload: The amount of processing, memory, storage, and network resources required to
run an application or group of applications.



Chapter 2: UC3400 Product
Highlights and Features

Synology UC3400 is an enterprise-level storage solution designed to meet the demands of
modern businesses through the use of several key features.

Active-active dual controller design

UC3400 has a dual controller architecture in a single machine, providing real-time protection and
service continuity. In an active-active dual controller design, both controllers actively handle
incoming data traffic for uninterrupted block storage services, making it ideal for mission-critical
environments.

Data are simultaneously cached to both controllers in real-time through the use of a high-speed
Non-Transparent Bridge (NTB), which acts as a high-speed connection between the controllers
to ensure data redundancy and reliability. With a comprehensive copy of your data on both
controllers and through the built-in High Availability Manager, UC3400 can automatically switch
controllers in under one minute. This ensures the availability of your data and maximizes uptime
for critical services, even in the event of a controller failure.

Hardware redundancy and stability mechanisms

UC3400 is designed with hardware redundancy mechanisms to ensure high uptime and reliability.
It features modularized power supplies and fans for easy maintenance and replacement, and dual
fan modules for each controller. Additionally, the controllers are modularized and swappable,
providing an extra layer of redundancy.

Scalable shared-storage architecture

UC3400's shared-storage design ensures that both controllers can take over storage services
when needed, enhancing fault tolerance and minimizing the risk of data loss. This design not only
maximizes performance and operational efficiency but is also cost-effective. With redundancy
consolidated in a single active-active device, businesses can save valuable rack space and
streamline setup compared to deploying two separate devices to achieve data redundancy.

Where UC3400 excels in saving physical rack space, it doesn't compromise on storage capacity.
With a raw capacity of 192 TB and two expansion ports in total (Mini-SAS HD port), the device



can be scaled up to 576 TB using 2 expansion units (RXD1219sas), making it a highly scalable
solution. This makes it ideal for businesses that need to expand their storage capacity over time.

High performance design

UC3400 offers cost-effective RJ45 networking interface options, including two 1 GbE ports and
one 10 GbE port. It also has a PCle 3.0 slot that supports 10 GbE and 25 GbE network interface
cards, allowing for higher throughput and better performance.

UC3400 is also equipped with cutting-edge RAID technology, including the RAID bitmap feature.
This powerful tool, also known as Write-intent bitmap, continuously records and updates areas in
the RAID that may not maintain data consistency during writing. Without RAID bitmap, it can take
a long time to execute scrubbing on the entire RAID when the risk of data inconsistency is
detected. However, with the bitmap function enabled, users can significantly reduce scrubbing
time by detecting areas with the risk of inconsistency and performing scrubbing only where
necessary.

UC3400 leverages the NTB technology to save the bitmap in the memory of another controller.
This allows users to enjoy the benefits of bitmap reduction of scrubbing time while maintaining
high write performance.

Advanced data protection features

UC3400 is packed with advanced data protection features that give businesses peace of mind,
knowing that their important data is always protected even in the event of unexpected system
failures. One of these features is cache protection technology, which also utilizes the dual-
controller NTB channel to synchronize all write operations between controllers. This prevents the
loss of cache data that have not yet been written back to the hard disk in the event of a controller
failure, ensuring that your data is always protected.



Chapter 3: General Best Practices

In this section, we will cover essential and practical tips for keeping your system up-to-date, using
supported and tested configurations, setting up basic security, enabling notifications, conducting
regular system checks, and planning ahead for future storage needs.

By following these general best practices, you can avoid potential issues, ensure your system's
reliability and availability, and optimize its performance for your needs.

Keep your system up-to-date

Keeping your Synology UC3400 system up-to-date is critical in order to optimize performance
and security. We recommend you to regularly check to make sure that your system is running the
latest software and firmware.

Important: Normally, updates will not affect the data on your Synology device. However, to ensure
data security, we recommend you to back up your data before you start.

DSM UC system updates

Synology frequently releases system updates that include performance improvements and
security fixes. Make sure to regularly check for DSM UC system updates or configure automatic
updates to keep your system up-to-date.

Use supported and tested configurations

To ensure optimal performance and stability, we strongly recommend you to use devices and
components that are officially supported and tested with UC3400. You will find a list of these
devices on the Synology Product Compatibility List.

This following devices and components are included on the compatibility list:
« HDDs and SSDs (SAS)
« UPS
» Network Interface Cards
» FC Host Bus Adapters
« RAM Modules
 Rail Kits

» Expansion Units


https://kb.synology.com/DSMUC/tutorial/What_is_the_controller_update_process_for_DSM_on_UC3200
https://www.synology.com/compatibility?search_by=products&model=UC3400&category=hdds_no_ssd_trim&display_brand=other

It is important to note that using devices or components that are not on the compatibility list may
result in degraded system performance, data loss, or other unexpected issues. Therefore, always
refer to the compatibility list prior to the purchase or installation of any devices or components.

Set up basic security

Synology devices are designed with security in mind, but there are still some basic security
measures that you should implement to protect your data. By following these best practices, you
can significantly increase the security of your UC3400 and protect your data from unauthorized
access.

Refer to the Security Measures Quick Start Guide for more details and security recommendations.

Protect your sign-in information
« Choose a strong password and change it regularly.
« Use a custom administrator account and disable the default admin and guest accounts.

« Enable advanced user settings like password strength rules and password expiration.

Account protection

« Enable Auto-Block and Allow/Block Lists to help improve the security of your device by
blocking IP addresses or untrusted clients with too many failed login attempts.

Set up notifications

Another important part of managing your UC3400 is setting up notifications. By setting up
notifications, you can proactively monitor your UC3400 to ensure that it operates at peak
performance as well as detect and resolve any issues before they impact your system or data.

System notifications

Enable email or Push Service notifications

You can configure email or Push Service notifications to receive alerts when the system detects
any changes. These notifications can help you stay informed of system events, such as when
software updates become available, power failures occur, available shared folder quotas become
low, storage volumes run out of space, or backup/restoration tasks fail to complete.

Storage notifications


https://kb.synology.com/DSM/tutorial/Can_I_use_devices_that_are_not_on_the_Products_Compatibility_List
https://kb.synology.com/DSM/tutorial/Quick_Start_Security
https://kb.synology.com/DSMUC/help/DSMUC/AdminCenter/file_user_advanced?version=
https://kb.synology.com/DSMUC/help/DSMUC/AdminCenter/connection_security_account?version=
https://kb.synology.com/DSMUC/help/DSMUC/AdminCenter/system_notification_desc?version=

Set the low volume capacity alarm

You can set up a low volume capacity alarm to receive notifications when the available storage
space falls below a certain threshold value.

Enable drive health reports

If enabled, DSM UC can send you a drive health report every month to help you keep track of the
health of all of your drives and inform you of any potential problems.

Conduct regular system checks

To further ensure optimal performance, maintain security, and stay on top of the health of your
UC3400 device, it is important to conduct regular system checks in different areas.

Review system logs

Log Center allows you to view all system logs in one centralized location, including warning and
error logs. We strongly recommend reviewing your logs on a regular basis, so that you can quickly
identify potential issues before they become serious problems. You can also enable

notifications in Log Center, so that you'll be automatically notified when specific events occur.

Monitor system usage and controllers

On the Performance tab in High Availability Manager, you can monitor the usage of your system
and get real-time information about the CPU usage, memory usage, network usage, and disk
usage. We recommend regularly checking your CPU and memory usage to make sure that they
don't exceed certain threshold values.

Additionally, you can create performance alarm rules in High Availability Manager for different
system resources to receive notifications when they exceed the set threshold values. By staying
up-to-date on your CPU and memory usage, you can ensure that they don't exceed a certain
amount and potentially cause performance issues.

Plan ahead

Investing time and effort into storage planning can help you avoid potential problems and ensure
that your organization's data is protected and easily accessible.

By having a clear understanding of your storage requirements, such as the physical environment,
storage capacity needs, and infrastructure costs, you can accurately project growth, prevent
potential capacity issues, and ultimately reduce overall expenses in the long run. A


https://kb.synology.com/DSMUC/help/DSMUC/AdminCenter/system_notification_filter?version=
https://kb.synology.com/DSM/tutorial/Drive_health_report_what_to_check_for
https://kb.synology.com/DSMUC/help/DSMUC/LogCenter/logcenter_notification?version=#b_34
https://kb.synology.com/DSMUC/help/DSMUC/AAMonitor/performance_alarm?version=#b_18

comprehensive storage strategy must also consider network and memory capacity to provide an
optimal storage environment that meets your organization's needs.

Overall, keeping these factors in mind will help you create a comprehensive storage plan that
meets your organization's storage needs while optimizing your resources and reducing expenses
in the long run.

Storage capacity planning

When it comes to planning your storage capacity, it's important to consider not only your current
needs but also your future data growth. This will help ensure that your storage solution can
accommodate your organization's evolving needs. Understanding your data growth rate and
storage requirements can help you determine the optimal storage capacity for your system.

Once you've figured out how much storage you need, you can use our RAID calculator to
determine the optimal RAID configuration for your storage system. Refer to How to calculate the
largest storage configuration for more information.

Another important factor to keep in mind is whether you will need to expand your storage system
in the future. You can do this by adding or replacing drives or with expansion units.

Regardless of the storage solution you choose, it's important to regularly monitor your usage and
adjust your capacity as needed. By doing so, you can avoid running out of storage space or
experiencing performance issues that could impact your organization's productivity.

Network capacity planning

Another important area to consider is your network capacity. You should make sure that you have
enough bandwidth to support the number of users and devices that will be accessing the system.
Refer to Chapter 7: Network Configuration and Management for related best practices.

Memory capacity planning

Your system's memory capacity is also a key factor to consider, especially if you plan to use
features like SSD cache or implement virtualization. You should make sure that you have enough
memory to support the features and applications that you plan to use.

Refer to the Upgrade memory capacity section of Chapter 5: Performance Enhancement for
more information.

Environmental planning

Environmental planning is also an important factor to consider prior to installing and setting up
your device. Overheating due to poor ventilation or inadequate cooling can lead to hardware
failures and data loss, so it is important to ensure that the device is located in a well-ventilated
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area with adequate air conditioning or cooling. You should also regularly monitor the temperature
of your device to ensure it stays within the recommended range.

Similarly, other factors, such as high humidity and dust, can contribute to poor hardware
performance due to damage to the device itself. To prevent this, it's important to maintain a
moderate humidity level (between 40-60%) and to keep the area around the device clean.

It is also important to consider the physical location of the device. The device should be placed in
a secure location where it is protected from physical damage or theft, but should be easily
accessible for maintenance and repair. For devices using HDDs specifically, it is advised to avoid
any kind of impact or vibration.

By considering these environmental factors and planning for the device's location and
environment, you can ensure optimal performance and longevity of your Synology UC3400.

i



Chapter 4: Storage Configuration and
Management

Effective storage management is key to ensuring the reliability, availability, and performance of
your Synology UC3400. In this chapter, we will provide guidance on understanding your storage
system, choosing the right drives, configuring RAID types, setting up hot spares, and optimizing
for virtualization.

By following these best practices, you can maximize the value and longevity of your storage
infrastructure, and minimize the risk of data loss or downtime due to hardware failure or user

error.

Understanding your storage system

To effectively configure and manage your Synology UC3400 storage system, it's essential to
understand its components and how they work together.

UC3400 consists of multiple drive bays that can house either a SAS hard disk drive (HDD) or a
SAS solid-state drive (SSD). It's important to consider which type of drive is best for your needs,
since each has its own advantages and disadvantages. These drives will be combined into a
storage pool using RAID technology. You should choose the right RAID type for your needs, since
different types provide varying levels of performance, storage capacity, and data protection.

After setting up your storage pool, you'll need to create at least one volume to store your data.
Depending on how you'll be using your data and how much storage space you'll need, you can
choose to create multiple volumes on your device. On a volume, you can create LUNs to connect
to specific volumes over a storage area network (SAN) or via other high-priority network protocols
like iISCSI or Fibre Channel.

Choose the right drives

Choosing the right drives is crucial for ensuring the performance, reliability, and longevity of your
storage system.

HDDs vs. SSDs

When setting up a Synology NAS or SAN storage, it's important to choose the right type of drives.
Synology provides a list of compatible and tested drives to help users make the right decision.
However, the choice between hard disk drives (HDDs) and solid-state drives (SSDs) is one that
users must consider.
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HDDs are more cost-effective and can offer a large amount of raw storage capacity, making them
suitable for data storage, cold data archiving, data backup, or surveillance. The cost
effectiveness, high capacity, and reliability of HDDs also makes them ideal for mass deployment
scenarios. However, HDDs can be limited in terms of random input and output operations per
second (IOPS) due to their mechanical design.

On the other hand, SSDs store data in flash memory and offer faster random IOPS access, making
them ideal for I/O-intensive environments such as server virtualization, high-performance
computing, multimedia post-production, enterprise resource planning (ERP), customer relationship
management (CRM), or online transaction processing (OLTP).

Ultimately, the choice between HDDs and SSDs should depend on your specific requirements. If
cost-per-gigabyte is your primary concern, then HDDs may be the way to go. However, if you
need high IOPS for an I/O-intensive workload, then SSDs are likely the better choice. Keep in mind
that both types of drives have their strengths and weaknesses, and the right choice for you will
depend on your specific needs.

Install enterprise-level drives

We suggest installing enterprise-level drives for high performance, reliability, and endurance,
making them ideal for mission-critical applications. These drives typically have higher MTBF
(Mean Time Between Failures) and lower error rates than consumer-grade drives, ensuring better
data protection and durability.

Manage 4K native (4Kn) hard drives separately

If you plan to use 4K native (4Kn) hard drives in your storage system, we strongly recommend
managing them separately from other drives. This is because 4Kn hard drives use a different
logical block size than traditional 512-byte hard drives, which can cause issues if mixed in the
same storage pool.

Use drives of the same type and form factors

Mixing different drive types is not allowed within a single storage pool or SSD cache. To ensure
optimal performance and data protection, make sure to use drives that are of the same type and
the same form factors.

Create a storage pool and volume

The active-active controller design of UC3400 ensures that both controllers process resources
simultaneously. If you want to create two or more storage pools, we recommend assigning
different controllers for storage pool management in order to balance resource usage and ensure
the best possible performance for both controllers. This means that at least one storage pool
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should be created on Controller A, and another storage pool should be created on Controller B.
Afterward, create at least one volume on each storage pool.

Choose a RAID type

The number of drives and how they are configured in a storage system like Synology NAS or SAN
storage can also influence the system's overall performance. You can take advantage of RAID
technology and combine multiple physical drives into one or more logical groups to realize data
redundancy, performance improvement, or both.

RAID types such as RAID 1, RAID 5, RAID 6, and RAID 10 provide varying levels of data protection
and performance, but may have different trade-offs in terms of capacity, speed, and rebuild time.
For example, RAID 5 or 6 may be appropriate for workloads that require a balance between
capacity and performance, whereas RAID 10 may be more appropriate for workloads that require
higher performance and data redundancy.

If you are implementing a deployment with all SSDs, we recommend creating two storage pools
with SSDs and assigning a storage pool to each controller. On the other hand, if you are
implementing a deployment with a combination of HDDs and SSDs, we recommend creating two
RAID 5 storage pools with HDDs, and creating and assigning an SSD read-write cache to each
storage pool.

RAID group is also supported on UC3400. Having a RAID group can help you avoid RAID failure
when drives are added to a single RAID array for storage expansion. With this feature, you can
configure multiple RAID arrays in a storage pool to balance your device’s storage capacity and
data security. When using RAID group on UC3400, we also recommend using RAID 6.

The recommended RAID type may vary depending on the specific use case and workload. See the
RAID Type section of Increasing the System Performance of Synology NAS/IP SAN for more
information about different RAID types supported on Synology servers.

Set up hot spare drives

One of the best practices for storage configuration and management is to set up hot spare drives.
A hot spare is a standby drive. When a drive crashes and results in storage pool degradation, the
hot spare drive can automatically take the place of the defective drive. This allows the storage
pool to repair itself and return to a healthy status in a shorter amount of time.

We recommend setting up at least one hot spare drive for each storage pool. For high-availability
configurations, a dedicated hot spare drive is preferred to ensure that the spare is always
available when needed. However, if you have limited drive slots available, a shared hot spare drive
can provide additional protection to multiple storage pools. Keep in mind that a shared hot spare
drive may not be available to protect all storage pools simultaneously in case of multiple drive
failures.
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Optimize storage for virtualization

Virtualization is a widely-used technology that allows multiple operating systems and applications
to run on a single physical server. This allows you to maintain a secure environment where you
can run sensitive applications or isolate certain services for testing and development purposes,
which can help increase hardware utilization and reduce costs.

Your Synology device can be configured as block-level storage for VMware, Hyper-V, and other
leading hypervisor virtual machines.

When doing this, it's important to configure your storage environment appropriately to ensure
optimal performance.

Use SSDs or SSD cache for optimal performance

To optimize storage performance for virtualization, we recommend using Solid State Drives
(SSDs) instead of traditional Hard Disk Drives (HDDs). SSDs provide faster access to data and can
handle random I/O operations better than HDDs, which can result in faster data access and
improved overall performance. For a more cost-effective option, we suggest implementing SSD
cache. For more information on implementing all-SSD environments and SSD cache, refer to the
related sections in Chapter 5: Performance Enhancement.

Ensure hypervisor compatibility

Before implementing virtualization with your Unified Controller, make sure that your hypervisor is
compatible with UC3400. Synology storage solutions are compatible and certified for use with
leading hypervisors (VMware vSphere®, Microsoft Hyper-V®, Citrix®, OpenStack®), ensuring a
smooth integration with virtualization platforms. Refer to UC3400's Datasheet for detailed
information.

Choose the right protocol

When virtualizing workloads, it's important to choose the right networking protocol depending on
the needs of your virtual environment. Synology storage solutions support iSCSI, Fibre Channel,
Telnet, SSH, and SNMP protocols to provide flexibility when connecting to virtualization hosts.

Refer to the following table for a comparison of the two most common protocols, iSCSI and Fibre
Channel.

iSCSI Fibre Channel
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Features

Data is accessed at the block-level

Provides high performance for
virtual workloads requiring low
latency and high IOPS

Supports establishing multiple
connections to the same target for
high availability

May require more CPU resources on
the virtualization host than Fibre
Channel

Management is more complex

Utilize Synology iSCSI storage

Data is accessed at the block-level

Provides high performance and
low-latency

Ideal for large, complex virtual
environments requiring high data
throughput

Supports establishing multiple
connections to the same target for
high availability

Requires dedicated hardware, such
as Fibre Channel switches and
HBAs

Can be expensive to implement

Management may require
specialized skills

For virtual environments, you can also set up iSCSI LUNs (Logical Unit Numbers) to improve

storage performance and provide greater flexibility when allocating storage to virtual machines.

iSCSI LUNs allow single volumes to be partitioned and presented to different hosts as separate

LUNSs, which can simplify management and improve performance.

When setting up an iSCSI LUN on your Synology Unified Controller, consider the following:

» Make sure to choose an appropriate block size for your workload and configure the CHAP

(Challenge-Handshake Authentication Protocol) authentication to ensure data security.

« Use thin or thick provisioning depending on the specific requirements of your virtual
environment. When creating an iSCSI LUN on UC3400, we recommend selecting thick

provisioning, since it offers more stabilized performance and less latency.

« When connecting multiple hosts/initiators to a target, we recommend utilizing the Host page

for host management.

Utilize Synology Storage Console

To improve the management efficiency of your virtual machines, we recommend installing

Synology Storage Console for VMware or Windows, which allows you to manage your Synology

storage systems right from your hypervisor. Additionally, application-consistent snapshots can be

taken directly from DSM UC after installation. This helps to ensure data consistency while

streamlining the management process.
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Chapter 5: Performance Enhancement

Performance is a crucial aspect of any storage system. A high-performance storage system can
help you save time, increase productivity, and improve user satisfaction. Additionally, it can
ensure that your data is accessible and available when you need it.

By implementing these best practices for your UC3400, you can maximize its performance to
meet your specific needs and requirements.

Why performance is important

When your storage infrastructure is not optimized for performance, you may experience slow
response times, decreased application performance, and reduced productivity. Making sure that
your storage system's performance is optimized, on the other hand, has many advantages:

» Improved application response times: Applications will run faster and more efficiently, which
translates to improved user experience and productivity. This also allows for smoother virtual
machine migration and better overall virtualization performance.

 Increased data transfer speeds: Faster data transfer speeds mean that data can be accessed
more quickly, leading to faster data processing and improved system responsiveness.

« Increased data backup speeds: Improved performance allows for faster and more efficient
data backups, reducing the time required to complete backups and ensuring that critical data
is backed up in a timely manner. This is especially important for businesses with large
amounts of data that require frequent backups.

» Better resource utilization: System resources such as CPU and memory can be used more
efficiently, leading to better overall system utilization.

Implement all-flash SSD storage

One of the most effective ways to enhance performance on UC3400 is to use only all-flash SSDs
in your storage system, which can be referred to as an all-flash array (AFA). By replacing
traditional HDDs with all-flash SSDs, you can experience faster read and write speeds, reduced
latency, and improved overall system responsiveness.

An AFA storage system can benefit a wide range of workloads, including databases, virtual
machines, and applications that require high IOPS and low latency. With no moving parts, SSDs
provide faster access times than traditional hard drives, resulting in significantly improved
performance for both sequential and random access workloads.

Although implementing such a storage system can be a significant investment, it has more long-
term benefits in terms of improved performance, reliability, and overall efficiency. If your
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organization requires high-performance storage for critical workloads, an all-flash SSD storage
system is definitely worth considering.

For more information on the types of drives to use for your device, refer to the Choose the right
drives section of Chapter 4: Storage Configuration and Management.

Utilize SSD cache

If implementing an entirely SSD storage system is not within your budget, another option to
consider is SSD cache. SSD cache is a feature that allows you to cache frequently accessed data,
providing faster access times and reducing latency.

SSD cache is a more cost-effective option compared to implementing an all-SSD storage system,
as you can deploy it on an all-HDD storage pool. Therefore, even if your environment is not
entirely made up of SSDs, you can still get the most out of your device by decreasing the time it
takes to retrieve data and thereby improving overall system performance.

If you decide to implement SSD cache on your storage system, make sure to consider the
following best practices:

« Configure a reasonable cache size: To achieve optimal SSD cache performance, we
recommend configuring a cache size that is only slightly larger than the size of frequently
accessed data without exceeding it. Adding excess cache space won't improve performance
and will only be used to store cold data. Refer to How to determine the optimal SSD cache
size for volumes for more information.

« Plan your memory size: When configuring SSD cache, consider the RAM size and cache-to-
memory ratio, as more SSD cache requires more system memory. Generally, every 1 GB of
SSD cache requires around 400 KB of system memory, so make sure to upgrade your memory
size accordingly.

Applications on the system that can benefit from using SSD cache include virtual machine
deployments and database processing. On the other hand, large sequential read or write
operations may not see a significant increase in performance with SSD cache.

For more technical information and best practices for SSD cache, refer to the Synology SSD
Cache White Paper.

Upgrade memory capacity

To enhance overall system performance, consider upgrading the memory capacity of your
Synology Unified Controller to form a dual-channel or multi-channel memory configuration. This
can increase data transmission speed and improve the system response time when running
multitasking applications.

Upgrading the system memory capacity also has the following benefits:
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« More virtual machines using higher memory capacity can be run.

» With at least 32 GB of memory installed, UC3400 can support a maximum single volume size
of 200 TB.

For more detailed information and tested scenarios, refer to the Upgrading Memory
Capacity section of Increasing the System Performance of Synology NAS/IP SAN.

Keep controller configurations balanced

Balancing the configurations between the two controllers is an essential best practice to get the
best performance out of your UC3400. Making sure that configurations are equally balanced
between the two controllers can help achieve faster throughput and ensure that there is no
bottleneck in the system.

We recommend that the following aspects be identical on each controller to ensure consistent
system performance and successful failovers:

- Drive capacity and number of drives
« Memory capacity

» Network configurations

Other best practices to enhance performance

There are several other best practices you can implement to enhance the performance of your
Synology UC3400 storage system, including the following:

» Regularly update your system software and applications to the latest versions. This ensures
that you have access to the latest features and bug fixes, as well as improved performance
optimizations. Refer to the Keep your system up-to-date section of Chapter 3: General Best
Practices for related best practices.

« Use RAID configurations that offer the best balance of storage capacity and data protection.
See the Choose a RAID type section in Chapter 4: Storage Configuration and
Management for related best practices.

» Keep your system organized by removing unnecessary items, such as duplicates and outdated
data, every six months. This can be done manually, or with the help of Storage Manager's
built-in Data Scrubbing feature.

» Use compatible and high-quality drives to ensure the best performance and reliability. Refer to
the Choose the right drives section of Chapter 4: Storage Configuration and Management for
related best practices.

« Optimize network settings and configurations to reduce latency and improve data transfer
rates. This includes using quality network switches and cables, as well as enabling features
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like jumbo frames and link aggregation. Refer to Chapter 7: Network Configuration and
Management for related best practices.
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Chapter 6: Data Protection

Data protection is one of the most important aspects of any storage solution, and the Synology
UC3400 offers a variety of features to help you keep your data safe and secure.

Backup strategies and disaster recovery

Data backup is an essential part of data protection. Synology offers several solutions to help you
implement a solid backup strategy and ensure disaster recovery.

Before implementing backups, it's essential to first develop a comprehensive backup strategy and
disaster recovery plan to protect your data and ensure business continuity. To do this, we
recommend you to take the following points into consideration.

Come up with a backup strategy

Start by assessing your business needs and identifying what data needs to be backed up, how
often, and where it should be stored.

UC3400 primarily relies on Snapshot Replication as its cornerstone for backing up data. We
strongly suggest following the 3-2-1 backup rule (3 copies of your data: 2 on different mediums, 1
offsite) to ensure redundancy and protect against hardware failure, cyberattacks, or natural
disasters. On UC3400, this can be achieved via either of the following two methods:

1. Method 1: Use Snapshot Replication to take snapshots of your data and then replicate these
snapshots to another NAS. For added redundancy and data safety, the snapshots can be
further replicated to another NAS.

2. Method 2: Use Snapshot Replication to take data snapshots, replicate them to another NAS,
and then use a secondary backup method to another destination. For cloud, USB, and other
local destinations, use Hyper Backup. Alternatively, you can use Active Backup for Business to
create bare-metal copies of your Synology system and replicate them to another NAS for
additional security.

Plan your disaster recovery

In addition to backups, you need a disaster recovery plan to ensure your business can recover
from catastrophic events. Develop a plan that outlines key recovery procedures, identifies critical
systems and data, and assigns responsibilities to key personnel. Consider using built-in tools like
Synology High Availability (SHA) and Snapshot Replication to ensure near-instantaneous failover
and data recovery.
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Conduct regular tests

Finally, it's essential to regularly test your backup and disaster recovery plans to ensure they are
effective and up-to-date. Schedule regular tests and simulations to identify and address any
issues or gaps in your strategy. Regular testing can also help you evaluate the performance of
your backup solution and identify areas for improvement.

Optimize your backup strategy

When using Snapshot Replication or Hyper Backup as part of your 3-2-1 backup strategy,
consider the following best practices to optimize your data protection and system performance.

Snapshot Replication

« Optimize your Recover Time Objective (RTO) and Recovery Point Objective (RPO) by setting
shapshot and replication tasks to run once every day. Snapshots can be taken as close as 5-
minutes apart if absolutely necessary. However, it's important to note that higher snapshot
frequency will result in more snapshots and thus take up more space.

» Adjust your retention policy to preserve more recent data versions, reducing the number of
older versions to optimize storage usage.

» Schedule retention, deletion, and transfer windows (replication) during non-peak hours so that
services will not be affected, as these actions may impact system performance.

Refer to How to configure Snapshot Replication for optimal performance for more information.

Hyper Backup
« Implement a second layer of protection by using Hyper Backup for data that have been

previously replicated to another NAS using Snapshot Replication.

« Leverage smart recycling, data compression, and data deduplication to intelligently and
efficiently manage storage space.

» Plan storage accordingly for optimal recovery. Restorations with Hyper Backup may require
double the storage capacity due to its copy-on-write mechanism designed to prevent data
loss during the restoration process.

Encrypt your drives

UC3400 supports Self Encrypting Drives (SEDs) to ensure that all data on hard drives are
encrypted. This hardware based encryption provides a strong defense against physical loss or
theft. We recommend utilizing this feature for any compatible hard drives to ensure the safety of
your data.
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Protect authentication keys

To utilize the SED function, you must create an authentication key for your hard drive. Once
encrypted, it can not be accessed without that authentication key. This keeps your data safe from
unauthorized access, but it also means that if the key is lost, it will be impossible for you to
retrieve the data. For this reason, we strongly recommend you to back up the authentication key
on separate devices. Not only does this protect your data from attackers, but it is essential in
case your system fails or when migrating data to another system. This ensures that, even in
unforeseen circumstances, you will always be able to access your encrypted data.
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Chapter 7: Network Configuration and
Management

A crucial aspect of managing a storage system is ensuring that it is properly configured and
optimized for its network environment. This involves appropriately configuring network protocols
and security and implementing certain functions or tools to optimize network performance.

In this chapter, we will explore best practices for configuring and managing network settings on
the Synology UC3400. By following these guidelines, you can ensure that your storage system is
fully optimized for your network environment and is operating at peak performance and security
levels.

Configure network protocols and security

Configuring network protocols and security properly is critical to ensuring your network is secure
and operates efficiently. To achieve this, we recommend considering the following network
configurations.

Choose the appropriate network protocol

UC3400 supports various network protocols, including Fibre Channel, iSCSI, Telnet, SSH, and
SNMP. Choose the protocol that best suits your needs and ensure that it is properly configured
for optimal performance. Also, make sure to disable any unnecessary protocols to reduce the
attack surface of your network and improve overall network performance.

Use the latest network protocols and security standards

Keeping up-to-date with the latest network protocols and security standards is crucial to maintain
the integrity and safety of your network. Make sure to check for updates regularly and implement
the latest recommended protocols and standards for optimal performance and security.

Implement network monitoring tools

Monitoring your network traffic and behavior can help you detect potential issues and security
threats. Implementing network monitoring tools can provide you with real-time insights into
network performance and security, allowing you to take action quickly if needed.

Optimize network performance
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Optimizing network performance is a key part of making sure that your device's service can run as
smoothly as possible. To achieve this, we recommend considering the following network
configurations.

Configure link aggregation

Link aggregation allows you to combine multiple network interfaces into a single virtual interface,
effectively increasing the available bandwidth. With link aggregation, you can also configure the
system to continue functioning even if one or more of the network interfaces fail to increase data
redundancy.

Synology supports various link aggregation modes, including Adaptive Load Balancing (ALB),
Balance XOR, IEEE 802.3ad, and Balance-TCP, and more. The mode you should use depends on
your specific network environment and usage.

Enable network failover

Network failover is a feature that can be enabled on a LAN port to automatically transfer tasks
and IP addresses to the other controller when a controller breaks down. This helps to ensure
service availability and minimize downtime in case of unexpected issues.

We don't recommend enabling network failover if you need consistent access to a specific
controller via a LAN port, or if you want to retrieve system information via SNMP. This is because
when network failover is enabled, the controllers' IP addresses may change, causing them to be
inaccessible via the original address.

Note that this feature can only be enabled on LAN ports with static IP addresses where the
subnet is in the same network environment.

Implement load balancing

Load balancing distributes network traffic evenly across multiple network interfaces to avoid
overloading any single interface. This helps optimize network performance and prevent
bottlenecks. Additionally, setting up load balancing can also provide redundancy in case one of
the network interfaces fails, ensuring that your network traffic can continue to flow without
interruption.

Use dedicated network interfaces

To ensure that high-priority services operate efficiently without any interference, we recommend
utilizing dedicated network interfaces. This can be achieved by configuring separate physical
network adapters.
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